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09.00 Room 3 - 75 min

Solved: The challenge of
onboarding and involving
mobile first users.

Learn how to streamline onboarding, communication, security, and collaboration for mobile-first users with
Microsoft 365, Teams, Copilot, Viva, Entra ID, and Intune—while reducing shadow IT and connecting frontline
employees to the rest of the organization.

Stale Hansen Simon Skotheimsvik
Copilot MVP & RD Intune MVP
CloudWay CloudWay
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WELCOME TO THE STAGE

Simon
Skotheimsvik

Senior Cloud Consultant, CloudWay, Norway

Microsoft MVP, Intune - keeps enterprises in tune on
identities, security and endpoint management

LinkedIn /in/simonskotheimsvik
Bluesky @skotheimsvik.no
Web linktr.ee/simonskotheimsvik
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WELCOME TO THE STAGE

Stale
Hanhsen

CEO, CloudWay, Norway

Microsoft RD & MVP, Copilot - Digital wellbeing
coach, Principal Cloud Architect

LinkedIn /in/stalehansen/
YouTube @StaleHansen
Web https://msunified.net
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The Challenge;

Onboard
and Involve |
Mobile First Users @




Mobile first user?
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Communication
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Communication
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Communication
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We are getting
Everyone on
Teams

They need their
Username
Password

And must set up
MFA

Even the mobile
first users

They need their
Username
Password

And must set up
MFA




*Get a corporate email address

*Learn your corporate email address
*Somehow, get hold of your temporary password

Expert.:.l I?;\&{é UK
expertsli
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—Create a new password on first logon
—15 letters

—1 capital letter

—A number

—1 special character

—But not that one

Expert;l' lee



—ineedtoremember
—Ineedtoremember
—|lneedtorememberl
—Ilneedtorememberl!

Expert.:.l q\*{érUK
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—Ilneedtoremember?2!
—But not too similar

Expert.:.l q\*{érUK
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* Now, set up twofactor authentication
—Log on to https://aka.ms/mfasetup
—Download the authenticator app
—Set up and validate MFA

Expert;l' lee



NOW you are ready
Download the Teams app

Remember your email address, remember your
password, somehow get your authenticatior to
work,loh, you need to downlaod the company
porta

Expert.:.l I?;\?é UK
www.expert .uk
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* And sign in
* Reset your password every 3 month

*But you got a new phone
* Good luck

Expert;l' lee



There has to be a simpler
way, Simon

Experts) (it f UK
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There has to be a simpler

way, Simon
*BYOD

*Managed Device
*Shared Device

Experts) (it f UK
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How Do | Sign In?

An employee have been
instructed to sign-in to Teams




Bring Your Own Device

You can sign in using your own
smartphone!

i
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Bring Your Own

Device

You can sign in using your own

smartphone!
- Start Teams and sign in

4
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No events today
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You can sign in using your own = —
smartphone!

- Start Teams and sign in
- Use your badge




Bring Your Own Device

You can sign in using your own
smartphone!

- Start Teams and sign in
- Use the back of your badge

%
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fp Viva | earning

Keep |earning, keep
growing
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Send praise 10 YOU!
colleagues




fp Viva Learning

Keep learning, keep

. 1 A'.‘nn




¥ Engage

P —
—_—
—

—— L
22:42 g a Te
22
Da

!Gh?ﬁ?@QQw@

[ Communities

See what's new in your communities and
discover more across your organization

My Communities

View more
_ _

o
Viva news & vie... &

Tech discussion

P 9

<o

All Company ®

Discover Communities

View all CoOmmunities

© Create a community

More
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How Did You DO that?

The IT Manager wonders how this
is possible!

How can | protect data on a
personal device?[




Intune - BYOD Configuration

Microsoft Intune admin center

«

skotheimsvik.no

& Home

Bl Dashboard

== All services

* Microsoft Intune

M Devices
* BYOD is protected by 5 sors

a Endpoint security

App Protection Policies

) Explorer

Securely manage devices, access,
and apps with Intune

Maximize productivity and simplify administration without compromising endpoint management

https://intune.microsoft.com

= fepors and security.
‘ Users
& Groups
&' Tenant administration
A Troubleshooting + support
Status

aka.ms/intune

Devices not in compliance Connector errors

0

Configuration policies with errors or Service health
conflict Healthy

Client app install failures Account status
0 Active

Get more out of Intune

www.expertslive.co.uk

Spotlight

” Introducing the
! d Microsoft Intune
e % Suite

The unified solution includes Remote
Help, Endpoint Privilege Management,
Al-powered advanced analytics, and
more.

Explore

simon.skotheimsvik...
SKOTHEIMSVIK.NO (SKOTHEIMS...

Q& 0 &

: Increase
' productivity with
Cloud PCs

Easily provision Windows 365 Cloud
PCs and manage them alongside your
physical devices.

Explore




Intune - BYOD Configuration

Microsoft Intune admin center

* Microsoft Intune

* BYOD is protected by
App Protection Policies

 Build policies for Android
and iOS

@ Home

Bl Dashboard
= All services
(\ Explorer

‘ Devices

«

555 Apps

@!; Endpoint security
o] Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-protection-policy

v Apps | Protection

Search ¢ «

() Overview

£ All Apps

# Monitor

> Platforms

Vv Manage apps

¢y Configuration

@ Did you know Microsoft Intune supports app protection policies for Windows? Lea

Create Refresh

Search

Policy name |

® s 0 &

)
)

z
SKOTHEIMSVIK.NO (SKOTHEIMS... ‘

X

App protection report: WIP via MDM 2 items

Platform

@ Protection

AAPPOO1 - All management type

IAPP0O1 - All management type

10/09/2024, 09:43 AM

09/17/2024, 06:14 AM

Android

i0S/iPadOS

m_i0S app provisioning
profiles

" S mode supplemental
policies

» Policies for Microsoft 365
" apps

App selective wipe

2

g

@ Quiet time
(w) Policy sets
> Organize apps

> Help and support

Add or remove favorites by pressing CtrlL+Shift+F

www.expertslive.co.uk



o
[, & 0 A SKOTHEIMSVIK.NO (SKOTHEIMS... @

* Microsoft Intune

* BYOD is protected by
App Protection Policies

p protection policies for Windows? Learn mor X

Columns App protection report: WIP via MDM 2 items

Add filters
 Build policies for Android
. Last modified Platform
and iOS
10/09/2024, 09:43 AM Android
09/17/2024, 06:14 AM i0S/iPadOS

Add or remove favorites by pressing CtrlL+Shift+F

www.expertslive.co.uk
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Intune - BYOD Configuration

* Microsoft Intune

* BYOD is protected by
App Protection Policies

 Build policies for Android
and iOS

Microsoft Intune admin center

«

® s 0 &

)
)

z
SKOTHEIMSVIK.NO (SKOTHEIMS... ‘

Home .
. @ Apps | Protection X
Bl Dashboard
= All services Search ¢ « . : 2 52
@ Did you know Microsoft Intune supports app protection policies for Windows? Lea X
) Explorer () Overview
Create v/ Refresh App protection report: WIP via MDM 2 items
M Devices 5 All Apps
EE Apps I Mon
#l Monitor Search
@ Endpoint security > Platforms
BB Reports v Manage apps Policy name T Platform
& Users # Configuration AAPPOO1 - All management type 10/09/2024, 09:43 AM Android
& Groups I ® Protection I I IAPPOO1 - All management type 09/17/2024, 06:14 AM i0S/iPadOS I
&' Tenant administration = i0S app provisioning

fil
X Troubleshooting + support prete

" S mode supplemental
policies

» Policies for Microsoft 365
" apps

App selective wipe

2

g

@ Quiet time
(w) Policy sets
> Organize apps

> Help and support

Add or remove favorites by pressing CtrlL+Shift+F

www.expertslive.co.uk
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Intune - BYOD Configuration

* Microsoft Intune

* BYOD is protected by
App Protection Policies

 Build policies for Android
and iOS
* Define for all apps

* Store data onlyin
managed locations

Microsoft Intune admin center

4 Home
BR Dashboard
= All services
" Explorer
‘ Devices
5% Apps
@ Endpoint security
Reports
‘ Users
& Groups
&' Tenant administration

X Troubleshooting + support

«

> >

IAPPO01 - All management type

Basics Edit

Name

Description

Platform

Apps Edit

Target to apps on all device types

Device types

® s 0 &

g Intune App Protection | Properties

IAPPOO1 - All management type
2023.07.17 - CloudWay template installed, Simon

i0S/iPadOS

Yes

No Device types

Public apps All Apps
Data protection Edit
Prevent backups Block

Send org data to other apps

Policy managed apps

Select apps to exempt

Default: skype;app-settings;calshow;itms;itmss;itms-apps;itms-appss;itms-
services;

Select universal links to exempt http://facetime.apple.com
http://maps.apple.com
Save copies of org data Block

Allow user to save copies to selected

services

OneDirive for Business
SharePoint

Transfer telecommunication data to

Dialer App URL Scheme

www.expertslive.co.uk

Any dialer app
No Dialer App URL Scheme

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-protection-policy
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Intune - BYOD Configuration

* Microsoft Intune

* BYOD is protected by
App Protection Policies

 Build policies for Android
and iOS

Define for all apps

Store data only in
managed locations

Control copy/paste
Encrypt corporate data
Block printing of org. data
Block screen capture

Set access requirements

Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

) Explorer

‘ Devices

HH Apps

;}, Endpoint security
Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-protection-policy

«

Camera

Restrict cut, copy, and paste between
other apps

Policy managed apps with paste in ]

Cut and copy character limit for any app 0
Third party keyboards Allow
[ Encrypt org data Require ]
Sync policy managed app data with Allow
native apps or add-ins
[ Printing org data Block ]

Restrict web content transfer with other
apps

Unmanaged browser protocol

Microsoft Edge

No Unmanaged browser protocol

Org data notifications Allow
Genmoji Block
[ Screen capture Block ]
Writing tools Block
Access requirements Edit
PIN for access Require )
PIN type Numeric
Simple PIN Block
Select minimum PIN length 6
Touch ID instead of PIN for access (iOS Allow
\8+/iPadOS) )

Override biometrics with PIN after
timeout

Not required

Timeout (minutes of inactivity) 0
Face ID instead of PIN for access (iOS Allow
11+/iPadQS)

PIN reset after number of days \[e}

www.expertslive.co.uk
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Intune - BYOD Configuration

* Microsoft Intune

* BYOD is protected by
App Protection Policies

 Build policies for Android
and iOS
* Define for all apps

* Store data onlyin
managed locations

* Control copy/paste

* Encrypt corporate data

* Block printing of org. data
* Block screen capture

* Set access requirements

* Wipe corporate data,
not device

~ ~ ; s
Microsoft Intune admin center L’ 2 0 T e N ST
—
S Override biometrics with PIN after Not required
e Horme timeout
Timeout (minutes of inactivity) 0
Bl Dashboard Face ID instead of PIN for access (i0S Allow
= All services JLIE C)
_ PIN reset after number of days No
' Explorer
P Number of days 0
M Devices ’ App PIN when device PIN is set Not required
- Apps Work or school account credentials for Not required
access
@ Endpoint security Recheck the access requirements after 30
minutes of inactivit
Reports ( y)
‘ Users Conditional launch Edit
& Groups Setting Value Action
& Tenant administration Max PIN attempts 10 Wipe data
X Troubleshooting + support Offline grace period 1440 Block access (minutes)
Offline grace period 60 Wipe data (days)
Disabled account Wipe data
Jailbroken/rooted devices Wipe data
Assignments Edit
Included groups
Group Filter Filter mode
All Users None None

www.expertslive.co.uk
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13:142 4

Your organization is now

protecting its data in this app.

Restart the app to continue.

(0] ¢

L~
v

(2]



Your organization requires this account's
data to be protected with a PIN.

OO0O0O0OOO

No repeats or sequences. Ex. 123 or 111




Your organization doesn't
allow screen capture or
recording.




How Did You DO that?

The IT Manager wonders how this
is possible!

What is QR Sign-In?




Entra ID — Enable QR Code Authentication

Microsoft Entra ID
QR Code Authentication

A modern sign-in method

Designed especially for
frontline workers using
shared devices.

Simplifies and secures access
by replacing traditional
usernames and passwords
with a QR code and PIN
combo.

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

Microsoft Entra admin center

Home

¢ Agents

Favorites

Entra ID

|

ID Protection

% ID Governance

N
ol

Verified ID

Permissions Management

i@ Global Secure Access

What's new

Billing

Diagnose & solve problems

New support request

£ Search resources, services, and docs (G+/)

Microsoft Entra

é’ " skotheimsvik.no

Tenant ID

Primary domain skotheimsvik.com

View users

View devices

Users at high risk

No detections found

View groups

View apps

No user detections with risk level "high" in the last

365 days.

Method

& Copilot 0 2 @

Simon Skotheimsvik
Global Administrator

® View user profile

My role assignments

High privileged role assignments

Other role assignments

Manage my roles

Tenant status

&

SKOTHEIMSVIK.NO (SKOTHEIMS... @

Identitv Secure Score

)

View recommendations

Microsoft Entra Connect

ae -~
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra admin center P Search resources, services, and docs (G+/) @y copilet O B @
# Home ... ..
& Authentication methods | Policies
- Agents skotheimsvik.no - Microsoft Entra ID Security
M iC ro Soft E ntra | D F— « I Add extemnal method (Preview) () Refresh | Got feedback?
J¢ Favorites '
QR CO d e A ut h en t i ca t i on Manage Use authentication methods policies to configure the authentication methods your users may register and use. If a user is in
- scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for some
4 EntralD A I 4 Policies I scenarios).
Authentication methods ® Overview ¥ Pessword protection Migration status @ Complete (1219
. Registration campaign
. . Q Users Method Target Enabled
PO I I CI e S @ Authentication strengths
" Built-In
¢ Groups # Settings
QR Code All users Yes
I Devices Monitoring All users Yes
@ Enterprise apps ff Activity All users Yes
Bl User registration details
B8  App registrations “ All users jes
Bl Registration and reset events No
o .
@ Roles & admins & Bulk operation results No
oo -
<& Delegated admin partners No
) Domain services Yes
e Conditional Access No
I 1 group Yes I
©  Multifactor authentication

Q' Identity Secure Score

I 43  Authentication methods I

Experts I]{r(e ] ¢
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra ID
QR Code Authentication

Authentication methods
Policies
QR code

Tune the settings

QR code settings

QR code authentication is a simple and fast authentication method for frontline workers. To use it, you need both a QR code and PIN.

I Enable and Target I Configure

Enable @

Include  Exclude

Target O All users (®) Select groups

Name Type

AAD - Frontline Workers Group

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

Registration

4
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra ID
QR Code Authentication

Authentication methods
Policies

QR code

Tune the settings

Enable and scope

QR code settings

QR code authentication is a simple and fast authentication method for frontline workers. To use it, you need both a QR code and PIN.

I Enable and Target I Configure

Enable @

Include  Exclude

Target O All users (®) Select groups

Name Type

AAD - Frontline Workers Group

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

Registration

4
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra ID
QR Code Authentication

Authentication methods
Policies

QR code

Tune the settings

Enable and scope

QR code settings

QR code authentication is a simple and fast authentication method for frontline workers. To use it, you need both a QR code and PIN.

I Enable and Target I Configure

Enable @

Include  Exclude

Target O All users (®) Select groups

Name Type

AAD - Frontline Workers Group

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

Registration

4
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra ID
QR Code Authentication

Authentication methods
Policies

QR code

Tune the settings

Enable and scope

QR code settings

QR code authentication is a simple and fast authentication method for frontline workers. To use it, you need both a QR code and PIN.

I Enable and Target I Configure

Enable @

Include  Exclude

Target O All users (®) Select groups

Name Type

AAD - Frontline Workers Group

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

Registration

4
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra ID
QR Code Authentication

Authentication methods
Policies

QR code

Tune the settings
Enable and scope

QR gquality and lifetime

QR code settings

QR code authentication is a simple and fast authentication method for frontline workers. To use it, you need both a QR code and PIN.

Enable and Target I Configure I

Defaults

QR PIN Length * © O

Lifetime of standard QR code (days) © O

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code
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Entra ID — Enable QR Code Authentication Method

Microsoft Entra admin center £ Search resources, services, and docs (G+/) @ cCopiet N & @ & &

SKOTHEIMSVIK.NO (SKOTHEIMS...

% Home
2 Users X
ot Agents skotheimsvik.no
® IVI iC rOSOft E ntra I D & New user VvV Download users (Preview) Bulk operations
. . yr Favorites & Allusers
QR CO d e A ut h e nt I Cat I O n Azure Active Directory is now Microsoft Entra ID. 3
Bl Audit logs
é EntralD e Search Y Add filter
. o ign-in logs
* Each useris assigned a . o B
. d d . @ Overview X Diagnose and solve problems
un Iq ue QR coae an numeric I R Users I & Deleted users Display name 1 User principal name 1l User type On-premises
P I N € Password reset
¢ Groups Member No
& User settings
G oerices & Bulk operation results Membe fo
Enterprise apps & Bulk operation results (Preview) @ Just justin.time@skoth... Member No
2

B8 App registrations

New support request .
I @ Paige Turner paige.turner@sko... I [ Member No

] .
Cg Roles & admins

Member No
&8 Delegated admin partners

Guest \[¢]
5 Domain services

Member No
@ Conditional Access

Member \[¢}
@ Multifactor authentication

* rv Bu terry.bull@skothei... Member No

©Q  Identity Secure Score

4
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Entra ID — Enable QR Code Authentication Method

e Microsoft Entra ID
QR Code Authentication

* Each useris assigned a
unique QR code and numeric
PIN

e Add authentication method

B @ f# ¥ © © &

Microsoft Entra admin center

£ Search resources, services, and docs (G+/)

Gcopit O & @ & o

SKOTHEIMSVIK.NO (SKOTHEIMS...

@ Paige Turner | Authentication methods X

v b R *

User
Search
Overview
Audit logs
Sign-in logs
Diagnose and solve problems
Custom security attributes
Assigned roles
Administrative units

Groups

#% Applications

Licenses
Devices

Azure role assignments

Authentication methods

| @ A ke

New support request

I Add authentication methodI | “ Reset password Require re-register multifactor authentication

Authentication methods are the ways users sign into Microsoft Entra ID and perform self-service
password reset (SSPR). The user's “default sign-in method" is the first one shown to the user when
they are required to authenticate with a second factor - the user always can choose another
registered, enabled authentication method to authenticate with.

Default sign-in method (Preview) ( SMS (primary mobile)

Usable authentication methods

Authentication method Detail

Non-usable authentication methods

Authentication method Detail

No non-usable methods.
System preferred multifactor authentication method

Feature status System preferred MFA method

ExpertsjLive

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code (A



Entra ID — Enable QR Code Authentication Method

e Microsoft Entra ID
QR Code Authentication

* Each useris assigned a
unique QR code and numeric
PIN

e Add authentication method
* QRcode

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

B @ f# ¥ © © &

Microsoft Entra admin center

£ Search resources, services, and docs (G+/)

@ Paige Turner | Authentication methods

v b R *

User
Search
Overview
Audit logs
Sign-in logs
Diagnose and solve problems
Custom security attributes
Assigned roles
Administrative units

Groups

#% Applications

Licenses
Devices

Azure role assignments

Authentication methods

| @ A ke

New support request

Add authentication method | “ Reset passwo

Authentication methods are the ways users sign into Mic
password reset (SSPR). The user's “default sign-in metho
they are required to authenticate with a second factor - t
registered, enabled authentication method to authentica

Default sign-in method (Preview) ( SMS (prime

Usable authentication methods

Authentication method

Non-usable authentication methods

Authentication method

No non-usable methods.
System preferred multifactor authentication mett

Feature status System preferred M

® 3 0 &
Add authentication method

&) Copilot

Choose method

SKOTHEIMSVIK.NO (SKOTHEIMS...

X

Email
Phone number

Temporary Access Pass

QR code I

4
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Entra ID — Enable QR Code Authentication Method

e Microsoft Entra ID
QR Code Authentication

* Each useris assigned a
unique QR code and numeric
PIN

 Add authentication method
* QRcode
* Expiration date
* Activation time
* PIN code

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

B @ f# ¥ © © &

Microsoft Entra admin center

£ Search resources, services, and docs (G+/)

@ Paige Turner | Authentication methods

User
Search
Overview
Audit logs
Sign-in logs
Diagnose and solve problems
Custom security attributes
Assigned roles
Administrative units
Groups
Applications
Licenses
Devices

Azure role assignments

Authentication methods

New support request

Add authentication method | “ Reset passwo

Authentication methods are the ways users sign into Mic
password reset (SSPR). The user's “default sign-in metho
they are required to authenticate with a second factor - t
registered, enabled authentication method to authentica

Default sign-in method (Preview) ( SMS (prime

Usable authentication methods

Authentication method

Non-usable authentication methods

Authentication method

No non-usable methods.
System preferred multifactor authentication mett

Feature status System preferred M

@ Copilot & e O & SKOTHEIMSVIK.NO (SKOTHEIMS... 8
Add authentication method X
Choose method
QR code v
Standard QR code

This is the primary QR code associated with the authentication method. Once the standard QR
code and PIN are generated, you can add a temporary QR code.

Expiration

08/19/2026

Activation time
® Now

:\ Later
PIN

This PIN works for both standard and temporary QR codes. Users must change it when they
first sign in.

PIN

4
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Entra ID — Enable QR Code Authentication Method

e Microsoft Entra ID
QR Code Authentication

* Each useris assigned a
unique QR code and numeric

PIN

e Add authentication method

QR code

Expiration date
Activation time
PIN code
Download QR code

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code

B @ f# ¥ © © &

Microsoft Entra admin center

£ Search resources, services, and docs (G+/)

@ Paige Turner | Authentication methods

v b R *

User
Search
Overview
Audit logs
Sign-in logs
Diagnose and solve problems
Custom security attributes
Assigned roles
Administrative units

Groups

#% Applications

Licenses
Devices

Azure role assignments

Authentication methods

| @ A ke

New support request

Add authentication method | “ Reset passwo

Authentication methods are the ways users sign into Mic
password reset (SSPR). The user's “default sign-in metho
they are required to authenticate with a second factor - t
registered, enabled authentication method to authentica

Default sign-in method (Preview) ( SMS (prime

Usable authentication methods

Authentication method

QR code
Non-usable authentication methods

Authentication method

No non-usable methods.
System preferred multifactor authentication mett

Feature status System preferred M

® s 0 &

&) Copilot

SKOTHEIMSVIK.NO (SKOTHEIMS...

Download QR code @ Successfully added method

Successfully added QR code

A\ This QR code is only available for download right now. Download and save it in a secure
place. If you need a QR code in future, simply delete this one and generate a new standard

QR code.
Copy PIN
PIN

Standard QR code

QRcode ID: oL - a3

Activation time: 8/20/2025, 12:37:56 PM
Expiration: 8/19/2026, 11:59:59 PM

X

4
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Entra ID — Enable QR Code Authentication Method

wrces, services, and docs (G+/) &) Copilot [? 2 @ & S |
Download QR COde ¥ Successfully added method X
1 methods Siccesshilly ackindl GF ook
® IVI I C ro S Oft E nt ra I D entication method | Reset passwo A\ This QR code is only available for download right now. Download and save it in a secure

B - place. If you need a QR code in future, simply delete this one and generate a new standard
QR COde Authentlcatlon 1ethods are the ways users sign into Mic QR code.

’SPR). The user's "default sign-in metho

to authenticate with a second factor - t Copy PIN

1 authentication method to authentica  PIN

 Each useris assigned a
unigue QR code and numeric
PIN

Add authentication method
* QR code
 Expiration date

10d (Preview) SMS (prime
Standard QR code

tion methods

e Activation time QR code ID: | SSENN L S ST

Activation time: 8/20/2025, 12:37:56 PM

¢ PIN code i Expiration: 8/19/2026, 11:59:59 PM
@) ctor authentication mes
* Download QR code " Download image | I
. ) System preferred M
e ApplyittotheID card
0]
Q

4
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How Did You DO that?

The IT Manager wonders how this
is possible!

Can we provision the QR code as
part of onboarding process?[




Entra ID — Enable QR Code Authentication Method

e Microsoft Entra ID
QR Code Authentication

 Each useris assigned a
unigue QR code and numeric

PIN

e Add authentication method

QR code

Expiration date
Activation time

PIN code

Download QR code
Apply it to the ID card
PowerShell

https://github.com/SimonSkotheimsvik/Community-By-SSkotheimsvik/blob/main/Microsoft/AAD/EntralD-Add-QRCodeAuthenticationMetho

< Q AAD v lc 0 @@
La > EntralD-Add-QRCodeAuthenticationMethod.ps1 X > o= @ -
> EntralD-Add-QRCodeAuthenticationMethod.ps1 > ...
Q <#
.SYNOPSIS
0 Add QR code authentication method for a user using Microsoft Graph API
(9
o)
.DESCRIPTION
r This script demonstrates how to add a software OATH token (QR code) authentication method
S Mi oft Graph REST API.
and generate a QR code that can be n h
~
i
Ct us/entra/identity/authentication/how-to thentication-gr-co add (s
o
:;j PROBLEMS ~ OUTPUT  DEBUG CONSOLE ~ TERMINAL  PORTS (2] PowerShell Extension + ~ (0 W - | €3 X

PS C:\My Local Documents\GitHub\Community-By-SSkotheimsvik\Microsoft\AAD> I

I
e
XL
X 2—9 main (:) ®oANo © simon.skotheimsvik@gmail.com (2 minutes ago) = @& Ln 21, Col 1

Spaces:4 UTF-8 CRLF {} Powershell & (¢

3
Ex!:_)ert;h' L}\{e | UK

psl



| Don’t Like To Use My
Private Phone for Work!

An employee have been
Instructed to sign-in to Teams

.




Shared Device

We have shared devices for you to use when needed

e Both Android and iOS

4
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12% @ 3:34PM

skotheimsvik.no R
shared-d5d68b79

Shared Device

We have shared devices for you to use when needed

£

Simon does
it 3 I ility,

e Both Android and iOS

* Example: Android with Managed Home Screen

Email or Phone Number? @

- Email and Password A
- Alot of typing Enter email or phonewiumber

- Big chance of typing wrong

o econeming U

- Phone Number? o

- Need to bring your phone
vate? *
- Private: Expert;HL}\{e UK
Www.expertslive.cé.uk




12% [ 3:34PM

skotheimsvik.no R
shared-d5d68b79

Shared Device

* Sign in with
your employee card

)

Simon does

Already used for other aspects:
- Access to the buildings

. . . Microsoft 365 Cloud, Enterprise Mobility, Intune,
- Physical identity
- Canteen
- Etc. a
. Microsoft’
Enter email or phonewumber
Professional

www.expertslive.co.uk

ExpertsfiVe | UK



12% [ 3:34PM

skotheimsvik.no R
shared-d5d68b79

Shared Device

* Sign in with
the QR code on the back of
your employee card

Select “Scan QR Code” on the
shared device/phone

)

Simon does
Microsoft 365 Cloud, Enterprise Mobilit

¢

. Microsoft’
Enter email or phonewumber
Professional

Sign in

8% Scan QR Code

i
Expert;l' L}\{e | UK

www.expertslive.co.uk




Shared Device

* Sign in with
the QR code on the back of
your employee card

Select “Scan QR Code” on the
shared device/phone

Hold the QR code to the camera to
sign in

(something you have)

i
Expert;l' L}\{e | UK

www.expertslive.co.uk

= Microsoft

Sign in with a QR code

Hold your QR code to the camera t%sign in.

[ E o i 43
¥ ' - V. —IV\I ‘

Camera

Back




Shared Device

* Sign in with
the QR code on the back of
your employee card

Select “Scan QR Code” on the
shared device/phone

Hold the QR code to the camera to
signin

Type your personal PIN

(something you know)

i
Expert;l' L}\{e | UK

www.expertslive.co.uk

e « Simon Does

< paige.turner@skotheimsvik.com

Enter your PIN

Forgot your PIN? Please contact your administrator.

Sign-ins are monitored<br> Caution:
Loose your credentials, and you might
have to write your apologies in binary!
Keep it safe, folks!




Shared Device

* You now have access to the company through

Android Managed Home Screen

- Branded
- Structured
- Uniform

i
Expert;l' L}\{e | UK

www.expertslive.co.uk

= R 16% O 3:38PM

Paige Turner I &

shared-d5d68b79

=) +}

FrontLine W...

Simon does
Microsoft 365 Cloud, Enterprise Mobility, Intune,
Entra ID and Security.

¢

Microsoft"

Most Valuable
Professional

]
<



Shared Device

* Managed applications are available to the user
e Other things are hidden, making it easy for

the Mobile First users.
* No permission requests, etc

i
Expert;l' L}\{e | UK

www.expertslive.co.uk

A = R 17% O 3:38PM

Paige Turner > &

shared-d5d68b79

FrontLine Workers

Outlook TeW

4



g Activity Q

Unread @Mentions Replies Reactiq

Shared Device

e Single-Sign-On using the credentials from the
QR-Code log in.

L%
0=

You'll find notifications here

Stay on top of relevant activity, such as
mentions, likes, and replies.

i
Expert;HL}\{e_UK e o e Bla

www.expertslive.co.uk Activity Chat  Calendar Calls Files =




Activity Q

Unread @Mentions Replies Reactiq

Shared De

* Single-Sign-On

g the creder the
QR-Code log ir .

You'll find notifications here

Stay on top of relevant activity, such as
mentions, likes, and replies.

K

2 5 B & D @

Activity Chat Calendar Calls Files -




How Did You DO that?

The IT Manager wonders how
this is possible!

How can | configure shared
devices?




Intune - Shared Device Configuration

Microsoft Intune admin center

* Microsoft Intune |
Shared Device Mode e sKethaimevik £o
Bl Dashboard
Shared device mode is a game-changer for operational O oo _
efficiency and data protection in shift-based environments. S Securely manage devices, access,
+ et sy and apps with Intune
Shared device mode Configures a mObiIe device (Android’ iOS' :Reports :?\z:’xlrzizii;;éductiviWandsimplifyadminis(rationwithoutcompromisingendpointmanagement
iPadOS) so that: B
&' Tenant administration
* Multiple users can sign in and out easily X Tobiepesing « ot
¢ Apps Support Single Sign-on (SSO) acrOSS the deVice Devices not in compliance | Connector errors
! Y
¢ User data is Wiped upon Sign-out, prepping the deVice for the | Configuration policies with errors or | Service health
. conflict Health
next shift ’
Client app install failures Account status
10 Active

It’s ideal for environments like retail, healthcare,
manufacturing, and hospitality—where devices are passed
between workers throughout the day.

Get more out of Intune

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll

4
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Intune - Shared Device Configuration

* Microsoft Intune
Shared Device Mode

Enrollment Profile
e Android

Corporate-owned dedicated devices

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll

Microsoft Intune admin center Q & @ &

4 Home
B8 Dashboard
= All services

" Explorer

‘ Devices I

55 Apps

@ Endpoint security
oz Reports

‘ Users

- Groups

&' Tenant administration

X Troubleshooting + support

«

SKOTHEII

(] Devices | Enrollment

T Windows Apple Corporate device identifiers Device enrollment m
Search (o «

® Overview Select an Android management solution and enrollment profile type to start setting up devic
By All devices an Android Enterprise solution, make sure to link your organization's Google Play account to
anything else.
® Device query
Search
# Monitor
> By platform

Android Enterprise

Vv Device onboarding

Windows 365 Prerequisites

I Bl Enroliment I ~- Managed Google Play Link your managed Google Play account to Intune.

"4

Manage devices

Vv

M dat:
geedespese Bulk enrollment methods

v

Organize devices ~ -  Zero-touch enrollment Link your zero-touch account to Intune and manage

L enrollment.

N

Help and support

Enrollment Profiles

' Personally owned devices Manage personal enrollments with work profiles.
“®  with work profile

( Corporate-owned dedicated Manage device owner enrollments for kiosk and task
4 devices
- Corporate-owned, fully Manage device owner enrollments for user devices.

Add or remove favorites by pressing CtrlL+Shift+F

Expert;h' ive f UK



Intune - Shared Device Configuration

Microsoft Intune admin center

* Microsoft Intune
Shared Device Mode
Enrollment Profile

e Android

e Corporate-owned dedicated devices

s Home

B Dashboard

i= All services
Explorer

B Devices

nen Apps

% Endpoint security

BB Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

Corporate-owned dedicated devices

Android enrollment

n 8 ® &

SKOTHEII

Create an enrollment policy for Android Enterprise dedicated devices and send a token to who will be enrolling the device.

Create policy

Search

Name T

Refresh

Export

Columns

Policy state: Active

Token expiration date

01/02/2027, 12:00 AM I

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll

X

Add filters

4
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Intune - Shared Device Configuration

Microsoft Intune admin center

Microsoft Intune
Shared Device Mode

Enrollment Profile
Android
Corporate-owned dedicated devices

...with Microsoft Entra shared mode
and device name template

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll

4 Home

Bl Dashboard

i= All services
Explorer

B Devices

= Apps

;\}. Endpoint security

En Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

Edit profile

Basics

Name * (D

Description

Android FLW

Q &5 @ P‘? c1.simc

SKOTHEII

Enroliment of Android for Frontline Workers

Token type (0

Token expiration date ()

Device name template © (O

Apply device name template (D

shared-{{SERIAL}}

4
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Intune - Shared Device Configuration

Microsoft Intune
Shared Device Mode

Enrollment Profile
Android
Corporate-owned dedicated devices

...with Microsoft Entra shared mode
and device name template

Token for onboarding

* Alternatively, lock the device to the
enrollment profile using OEM tools like
Samsung Knox Mobile Enrollment
(KME), Apple Business Manager (ABM),
or other

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll

Microsoft Intune admin center

s Home

Bl Dashboard

= All services

. Explorer

-; Devices

858 Apps

% Endpoint security
Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

o Android FLW | Token

() Overview

Vv Manage

1.] Properties

% Token I

Add or remove favorites by pressing CtrL+Shift+F

Qg @ &

SKOTHEII

6 Replace token () Revoke token  Export

Android FLW

Use this token or QR code to enroll devices.

Token creation date
07/30/25, 3:30 PM

Token type
Corporate-owned dedicated device with Microsoft Entra shared mode

Token expiration date
01/02/27, 12:00 AM

Token

4
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Intune - Shared Device Configuration,

* Microsoft Intune
Shared Device Mode

Use Intune device
configurations to tune and lock
down the shared devices.

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

Microsoft Intune admin center

«
4 Home

Bl Dashboard

= All services

3 Explorer

-, Devices I

55 Apps

% Endpoint security
Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

Android | Configuration

Search >4 &

Policies
M Android devices

Monitor Groate:

\/ Device onboarding

B® Enrollment Search

v Manage devices

[ Poli
B Configuration I olicy name

MHS

Refresh

Qg @ &

SKOTHEII

Export Columns v

Add filters

Policy type Last modified

H Compliance I Android FLW Restrict

Device restrictions I 7/31/2025, 9:17:13 Al

v Manage updates

Android FOTA
deployments

\/ Organize devices
Bl Device clean-up rules

B Assignment filters

Add or remove favorites by pressing Ctrl+Shift+F

4
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Intune - Shared Device Configuration, MHS

Microsoft Intune admin center

* Microsoft Intune
Shared Device Mode

Use Intune device
configurations to tune and lock
down the shared devices.

* Kiosk mode, dedicated

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

4 Home
B8 Dashboard
= All services

£ Explorer

! Devices

o Apps

;}, Endpoint security
[os] Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

O @ @ Aj SKOTHEI

Device restrictions

Android Enterprise

A Device experience

Device experience type @& O Kiosk mode (dedicated and fully managed) v

Configure a kiosk-style experience on your dedicated devices. Prior to configuring these settings, go to Client
apps and deploy any apps you want to the devices.

Kiosk mode (&) Multi-app

Multiple app kiosk mode — Locks the device to run multiple apps that are launched from the Managed Home Screen app.
To use this mode, you must first approve and assign the Managed Home Screen app from the client apps workload.

Custom app layout

Grid size (O 4 columns x 5 rows

Home Screen

.

Rewew-t-save Cancel

Expert;h' ive f UK



Intune - Shared Device Configuration, MHS

Microsoft Intune admin center Q& @ &

Microsoft Intune
Shared Device Mode

Use Intune device
configurations to tune and lock
down the shared devices.

Kiosk mode, dedicated

Multi-app

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

4 Home

Bl Dashboard

= All services

N Explorer

! Devices

o Apps

;}, Endpoint security
[os] Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

SKOTHEII

Device restrictions

Android Enterprise

A Device experience
Device experience type @& O Kiosk mode (dedicated and fully managed) v

Configure a kiosk-style experience on your dedicated devices. Prior to configuring these settings, go to Client
apps and deploy any apps you want to the devices.

Kiosk mode (&) Multi-app v

i Multiple app kiosk mode — Locks the device to run multiple apps that are launched from the Managed Home Screen app.
To use this mode, you must first approve and assign the Managed Home Screen app from the client apps workload.

Custom app layout

Grid size (O 4 columns x 5 rows v

Home Screen

.

Rewew-t-save Cancel

Expert;h' ive f UK



Intune - Shared Device Configuration, MHS

Microsoft Intune admin center

Microsoft Intune
Shared Device Mode

Use Intune device
configurations to tune and lock
down the shared devices.

Kiosk mode, dedicated
Multi-app
Custom MHS app layout

4 Home

Bl Dashboard

= All services

&) Explorer

! Devices

CEH Apps

(—!, Endpoint security
[os] Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

Device restrictions

Android Enterprise

A Device experience

Device experience type @ ©

Q& 0 &

SKOTHEII

Kiosk mode (dedicated and fully managed) %

Configure a kiosk-style experience on your dedicated devices. Prior to configuring these settings, go to Client
apps and deploy any apps you want to the devices.

Kiosk mode &

Multi-app

i Multiple app kiosk mode — Locks the device to run multiple apps that are launched from the Managed Home Screen app.
To use this mode, you must first approve and assign the Managed Home Screen app from the client apps workload.

Grid size (O

Home Screen

Custom app layout

4 columns x 5 rows

.

Rewew + save

Cancel

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

Expert;h' ive f UK



Intune - Shared Device Configuration, MHS

~ M |C rosoft I ntu ne 52 Microsoft Intune admin center QB 0 & SKOTHEI

Shared Device Mode "
a Home
. BR Dashboard
Use Intune device oo
configurations to tune and lock O Explorer
down the shared devices. W) Devices
% Apps
* Kiosk mode, dedicated @ Cipoitscraiy

* Multi-app
* Custom MHS

administration

thooting + support

Cloud, Enterprise!
D and Security-

Microsoft 365
Entra

'/intune-service/apps/app-configuration-managed-home-screen-app

Device restrictions

Android Enterprise

~ Device experience
Device experience type & Kiosk mode (dedicated and fully managed) v

Configure a kiosk-style experience on your dedicated devices. Prior to configuring these settings, go to Client
apps and deploy any apps you want to the devices.

Kiosk mode & Multi-app %

i Multiple app kiosk mode — Locks the device to run multiple apps that are launched from the Managed Home Screen app.
To use this mode, you must first approve and assign the Managed Home Screen app from the client apps workload.

Custom app layout C

Grid size 4 columns x 5 rows v

Home Screen

HEE B

4
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Intune - Shared Device Configuration, MHS

Microsoft Intune
Shared Device Mode

Use Intune device
configurations to tune and lock
down the shared devices.

Kiosk mode, dedicated
Multi-app

Custom MHS app layout
Customize MHS

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

Microsoft Intune admin center

4 Home

Bl Dashboard

= All services

N Explorer

q Devices

CEH Apps

& Endpoint security
[os] Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

Set custom URL background @ ©

QB @
Device restrictions
Android Enterprise
Lock home screen (.
Foldericon & O Dark theme rectangle v
App and folder icon size & © Average v
Screen orientation &) (O Not configured v
App notification badges @ O Not configured
Virtual home button @ © Floating v
Leave kiosk mode @& O
Leave kiosk mode code @& O =

https://skotheimsvikintunefiles.blob.core.windows.net/intunepublicresour...

Shortcut to settings menu & ©

Quick access to debug menu @ (@

Wi-Fi configuration & ©

Wi-Fi allow-list & (O

SSID

Review + save Cancel

SKOTHE!I

4
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To learn more, see:

e Suspend Managed Home Screen
e Restore Managed Home Screen

end and re
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store Managed Home

nd and restore
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lect a device.
overview pane find the 1

1.In the Microsoft Intun

2. From the devices list, s€

3. At the top of the device

Managed Home Screen.

User experience

Home Screen is suspende

ged home screen

dmin center

:, select Devices?

d, the device

HEII

> All devices 2.

ow of action icons: Select suspend

ger enforce the Managed

will no lon
nd apps-

standard home screen @

Once the Managed
Home Screen policies, and the user will have access to the
p—
Floating
B

Leave kiosk mode code @

=== I

LR At 22, 2028
(Service release 2604)

Shortcut to settings menu

Quick access to debug menu &

Wi-Fi configuration

Set custom URL background @& ©
Not configured
’{:: Not configured
Not configured

Wi-Fi allow-list & O

SSID

Cancel

https://skothei
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Intune - Shared Device Configuration, MHS

° Mlcrosoft Intune e Microsoft Intune admin center N s 0 & SKOTHEI!
Shared Device Mode “ |

s Home

2% Apps | Configuration

Bl Dashboard

Use Intune app configurations Al semices .
. Create Refresh Export Columns
for even more options to tune Explorer @ T
M Devices P
and lock down the shared All Apps Search Platform: Android X Add filt
deviCES. I %55 Apps I B Monitor
‘& Endpoint security ~ Platforms Name T Management type ©
BB Reports I Windows AMAPOO01 - FLW - QR Code Authentication - Microsoft Authenticat... = Managed devices
‘ Users ' i05/iPadOS I AMAPO02 - FLW - Managed Home Screen I Managed devices
& Groups M nacos
&' Tenant administration = Android
X Troubleshooting + support “ Manage apps
I ¢+ Configuration I
9 Protection

s 105 app provisioning
= profiles

g S mode supplemental
policies

» Policies for Microsoft 365
apps

App selective wipe
1‘_“ Quiet time
Add or remaove favorites by pressing Ctrl+Shift+F
Expert;h' Live § UK

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app



Intune - Shared Device Configuration, MHS

Microsoft Intune admin center

* Microsoft Intune
Shared Device Mode

Use Intune app configurations
for even more options to tune
and lock down the shared
devices.

* Add configuration keys and
values as seen in the Microsoft
doc

* Show OS options in MHS
* Show user and device info

«
s Home
Bl Dashboard
= All services
3 Explorer
-, Devices
858 Apps
% Endpoint security
Reports
‘ Users
& Groups
&' Tenant administration

X Troubleshooting + support

Qg @ &

SKOTHEII

11 AMAPO002 - FLW - Managed Home Screen | Properties

Search
() Overview
Vv Manage

ill Properties
Vv Monitor

P, Device install status

Add or remove favorites by pressing CtrL+Shift+F

Name

Description

Device enrollment type
Platform

Profile Type

Targeted app

Settings Edit

Permissions

Not configured

AMAPOQ02 - FLW - Managed Home Screen

Detailed configuration for the Managed Home Screen
Managed devices

Android Enterprise

Fully Managed, Dedicated, and Corporate-Owned Work

Managed Home Screen

Configuration Settings
Configuration key
Show the brightness slider
Show adaptive brightness toggle
Top Bar User Name Style
Top Bar Secondary Element
Top Bar Primary Element

Battery and Signal Strength indicator bar

Value type Configuration value
bool true

bool true

choice First Name, Last Nar
choice Device Name
choice Tenant Name

bool true

Connected apps

Not configured

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app

4
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Intune - Shared Device Configuration, MHS

° Mlcrosoft Intune g2t Microsoft Intune admin center D& 0O & SKOTHE!
Shared Device Mode i '
@ Home il AMAPO002 - FLW - Managed Home Screen | Properties
Bl Dashboard
Use Intune app configurations e
for even more options to tune st @ oo Sl

enrollment type Managed devices

and lock down the shared
devices.

Platform Android Enterprise

Fully Managed, Dedicated, and Corporate-Owned Work

Targeted app Managed Home Screen

* Add configuration keys and - evik. ——
values as seen in the I\/Iicrosoft\
doc ‘

Settings

Permissions

Not configured

| |
* Show OS Options in MHS Configuration Settings
° ShOW user an d d eVICe |nf0 | Configuration key Value type Configuration value
Show the brightness slider bool true
Show adaptive brightness toggle bool true
Top Bar User Name Style choice First Name, Last Nar
é‘ ] Top Bar Secondary Element choice Device Name
g Top Bar Primary Element choice Tenant Name
Simon di?\?ni\'\w““mw Battery and Signal Strength indicator bar bool true
Microsoft 365;:3\-:?}5::350:“”“" “l‘ ~Connected apps |

Not configured

pssing Ctrl+Shift+F

https://learn.micros\\\ m

4
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Intune - Shared Device Configuration, QR for MHS

° M Icrosoft I ntu ne it Microsoft Intune admin center o &% 0 & SKOTHEI
Shared Device Mode ‘ '
@ Home 2 Apps | Configuration
. . Bl Dashboard
Use Intune app configurations ol convices .
. . Create Refresh Export Columns
to configure Microsoft Explorer © G
AUthenticator for QR COde 3 Devices i All Apps Search Platform: Android X Add filt
Authentication L i | = oo
% Endpoint security ~ Platforms Name T Management type ©
. Reports Bl Windows I AMAPOO1 - FLW - QR Code Authentication - Microsoft Authenticat... lﬂanaged devices
A Users B i0s/iPadOS AMAP002 - FLW - Managed Home Screen Managed devices
& Groups M acos
&' Tenant administration = Android
X Troubleshooting + support “ Manage apps
m ¢+ Configuration I
9 Protection

s 105 app provisioning
= profiles

g S mode supplemental
policies

» Policies for Microsoft 365
apps

App selective wipe
1‘_’* Quiet time
Add or remaove favorites by pressing Ctrl+Shift+F
Expertsplive § UK
ode v J

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code#sign-in-to-microsoft-teams-or-managed-home-screen-mhs-with-qr-



Intune - Shared Device Configuration, QR for MHS

e Microsoft Intune
Shared Device Mode

Use Intune app configurations
to configure Microsoft
Authenticator for QR Code
Authentication

* Add configuration keys and
values as seen in the Microsoft
doc

* Support QR Sign In
* Suppress Camera Consent

Microsoft Intune admin center

«

s Home
Bl Dashboard
= All services

Explorer
-; Devices
858 Apps
% Endpoint security
Reports
‘ Users
& Groups
&' Tenant administration

X Troubleshooting + support

Qg @ &

SKOTHEII

11 AMAPOO01 - FLW - QR Code Authentication - Microsoft Authenticator | Pro

Search
() Overview
Vv Manage

ill Properties

v Monitor

P, Device install status

Add or remove favorites by pressing CtrL+Shift+F

Basics £d

Settings £d

Permissions

Not configured

AMAPOQO1 - FLW - QR Code Authentication - Microsoft £

https://learn.microsoft.com/en-us/entra/identity/authen
authentication-qr-code#sign-in-to-microsoft-teams-or-

screen-mhs-with-qr-code
Managed devices

Android Enterprise

Fully Managed, Dedicated, and Corporate-Owned Work

Microsoft Authenticator

Configuration Settings

Configuration key Value type
Suppress camera consent for QR code + PIN-based authentication. bool
Preferred authentication configuration string

Configt
true

qrpin

Connected apps

Not configured

Assignments

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code#sign-in-to-microsoft-teams-or-managed-home-screen-mhs-with-qr-

3
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Intune - Shared”

e Microsoft Intune
Shared Device Mode

Use Intune app conflguratlons
to configure Microsoft |
Authenticator for QR Code
Authentication

e Add configuration keys and |
values as seen in the Microsoft |
doc |

* Support QR Sign In
* Suppress Camera Consent

https://learn.microsoft.com/en—us/entra/identity/authenticatioﬁ

ration, QR for MHS

Q& @ &

SKOTHEII

MAPOO1 - FLW - QR Code Authentication - Microsoft Authenticator | Pro

Basics £d

Name
erties Description
>

Jinstall status
Slmon do oilitys {nune,
265 Cloud, Enter orige Mool
EatralD and Secul urity-

wicraseftd

vvvvvvvvvv

Settings

Permissions
Not configured

AMAPOQO1 - FLW - QR Code Authentication - Microsoft £

https://learn.microsoft.com/en-us/entra/identity/authen
authentication-qr-code#sign-in-to-microsoft-teams-or-

screen-mhs-with-qr-code
Managed devices

Android Enterprise

Fully Managed, Dedicated, and Corporate-Owned Work

Microsoft Authenticator

N\l(\'ﬂsuﬂ er Configuration Settings
@wiunbe

Enter email of pnon prof msm\ﬂ\ Configuration key
Suppress camera consent for QR code + PIN-based authentication. bool

Preferred authentication configuration

Value type

string

Config
true

qrpin

Connected apps

Not configured

Assignments
ing Ctrl+Shift+f

!)erts lee
oft-teams-or-managed-home-screen-mhs-with-qr-Code

4
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Intune - Shared Device Configuration, Apps

* Microsoft Intune
Shared Device Mode

Use Intune to assign managed
applications to the shared

devices.

* Managed Google Play Store
adds Android apps to Intune.

Managed Home Screen
Microsoft Authenticator
Microsoft Intune
Microsoft Teams

Microsoft Intune admin center

4 Home

Bl Dashboard
= All services
3 Explorer

-, Devices

82 Apps

% Endpoint security
Reports

‘ Users

& Groups

&' Tenant administration

X Troubleshooting + support

«

® s 0 &

SKOTHEII

m Android | Android apps

Search

M Android apps I

Monitor
Vv Manage apps
¢+ Configuration
@9 Protection
App selective wipe
@ Quiet time
v Organize apps
&5 Assignment filters

222 App categories

Add or remove favorites by pressing Ctrl+Shift+F

Create Refresh Export Columns

Search

Platform: Android Type: Android Enterprise system app, Android line-of-busine... ,

Add filters
Name T Platform Type ¥

:

Android Managed Google Play store a|

thenticator Android Managed Google Play store a

Android Managed Google Play store a|

Android Managed Google Play store a

Android Managed Google Play store a|

3
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Intune - Shared Device Configuration, Assignments

Microsoft Intune
Shared Device Mode

Assignments using Intune native
technology to ensure speed.
Virtual group “All Devices”

Assignment filters

Microsoft Intune admin center

4 Home
BN Dashboard
:— All services

Explorer

I . Devices

55t Apps

K}, Endpoint security
Reports

‘ Users

" Groups

&' Tenant administration

X Troubleshooting + support

® 5 0 &

SKOTHEI

<<I

1 Managed Home Screen | Properties

Client Apps
Search
(i) Overview
v Manage
Il Properties
' Monitor
P. Device install status

l'r; User install status

Add or remove favorites by pressing Ctrl+Shift+F

v
A

«

App information Edi

Name
Description
Publisher

Appstore URL

Logo

Managed Home Screen
A Microsoft Intune managed, multi App Kiosk mode lau
Microsoft Corporation

https://play.google.com/store/apps/details?
id=com.microsoft.launcher.enterprise&hl=nb-NO

Available licenses 0

Total licenses 0

Assignments Edit
Group mode Group Filter mode Filter Upc
 Required
@ Included All devices Include AFLT001 - Android FLW Def.

Available for enrolled devices

Available with or without enrollment

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/filters

4
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Intune - Shared Device Configuration, Assignments

. Microsoft Intune admin center [9 e 0O &
* Microsoft Intune ) e
Shared Device Mode @ Home g= Devices | Assignment filters
Bl Dashboard
Assignments using Intune native = e Croate v () Refresh & Export = Columns
technology to ensure speed. = s | ® Overview
M Devices ;
g . . = JEUETEES Search Platform: Android Enterprise X
e Virtual group “All Devices” T Apps S "
. . ‘b Endpoint security B Monitor Filter name | Platform Filter type
* ASSIgn ment fl Ite rs BB Reports > By platform I LT Android FLW Android Enterprise Managed deuicesl
‘ Users > Device onboarding
& Groups > Manage devices
&' Tenant administration > Manage updates

. Troubleshooting + support “ Organize devices

Bl Device clean-up rules

I =% Assignment filters I

> Help and support

Add or remove favorites by pressing Ctrl +Shift+F

4
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Intune - Shared Device Configuration, Assignments

Microsoft Intune admin center [9 S 0 &

e Microsoft Intune _—

shareel LEEs Weee # ome AFLT001 - Android FLW

BR Dashboard

Assignments using Intune native = Allsevices A
technology to ensure speed. B

-_ Devices Summary

e Virtual group “All Devices” FEE Apps Basics
L Endpoint security

e Assignment filters I AFLTO0 - Ancroid FLW
description Android Frontline Workers devices

‘ Users Platform

& Groups

Android Enterprise

R Rules |
&' Tenant administration

Rule syntax
. Troubleshooting + support 2

4
Expert;h' L}\{e | ] ¢
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Intune - Shared Device Configuration, Assignments

Microsoft Intune
Shared Device Mode

Assignments using Int
technology to ensure s

Virtual group “All Devi

Assignment filters

text box to
use the rule puilder of rule syntax
You can

Operator =
i "~ | | Android AW
i '””’F’,”’{“’;}"\ |Equals ———
| enrolimentProl.- = J = —
Rule syntax
Filter preview

filter rules.
i hat match the
the devices t
you can seé

. \ W ‘ '
\ rU‘e.

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/filters

&
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Intune - Shared Device Configuration, Assignments

Microsoft Intune
Shared Device Mode

Assignments using Intune native
technology to ensure speed.
Virtual group “All Devices”

Assignment filters

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/filters

Microsoft Intune admin center

4 Home
Bl Dashboard
= All services
" Explorer
! Devices
B Aops
% Endpoint security
Reports
‘ Users
& Groups
& Tenant administration

X Troubleshooting + support

«

57 cl.sim
@ e 0 A& SKOTHEI
AFLT001 - Android FLW
Properties I Associated assignments I
See the policy, profile and application assignments that use this filter.
Name Resource type Group Filter mode
App Configuration (Android) All devices Include
. App Configuration (Android) All devices Include
Managed Google Play store app All devices Include
Managed Google Play store app All devices Include
Device restrictions All devices Include
Fully managed, dedicated, and corporate-ow... All devices Include
Managed Google Play store app All devices Include
Managed Google Play store app All devices Include
Managed Google Play store app All devices Include

4
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Whats in it for me?

The Team Manager wonders
how we get the most out of all
users in Teams

How can | communicate most
effectivily?




e

06:39

)

Chat

®)
52

People

c © 8 B &8 @ &

React

Raise

View

Notes

Rooms

Copilot

Apps

More

8¢ v \,/ v ®» leave Vv
Camera Mic Share
) Copilot X

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

<, Let Al handle the busywork
Copilot can generate notes, list
tasks, and much more-so you
don't have to.

@_ Check the facts
A response could be inaccurate or
incomplete. Share feedback to
help Copilot improve.

B It's your Copilot
Other people in the meeting can't
see this conversation.

Ask me anything about this meeting

<» More prompts >
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Notes Rooms Copilot App




0 Copilot

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

Vo

Let Al handle the busywork

Copilot can generate notes, list
tasks, and much more-so you

don't have to.

Check the facts

A response could be inaccurate or
incomplete. Share feedback to
help Copilot improve.

It's your Copilot
Other people in the meeting can't
see this conversation.
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06:39

)

Chat

®)
52

People

c © 8 B &8 @ &

React

Raise

View

Notes

Rooms

Copilot

Apps

More

8¢ v \,/ v ®» leave Vv
Camera Mic Share
) Copilot X

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

<, Let Al handle the busywork
Copilot can generate notes, list
tasks, and much more-so you
don't have to.

@_ Check the facts
A response could be inaccurate or
incomplete. Share feedback to
help Copilot improve.

B It's your Copilot
Other people in the meeting can't
see this conversation.

Ask me anything about this meeting

<» More prompts >




L 1 Weekly sales meeting +++  CloudWay ’ o C X ‘

O % 0950 @ 82 @ @ B @ o) @ .‘v $ v ﬂLenve’v

Chat People Raise React View Notes Rooms Copilot Apps More Camera Mic Share
) Copilot X

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

<, Let Al handle the busywork
Copilot can generate notes, list
tasks, and much more-so you
don't have to.

Q@_ Check the facts
A response could be inaccurate or
incomplete. Share feedback to
help Copilot improve.

B It's your Copilot
Other people in the meeting can't
see this conversation.

Prompt suggestions

Recap meeting so far

List action items

Suggest follow-up questions
What questions are unresolved?
List different perspectives by topic
List main ideas we discussed

Generate m“ting notes

< More prompts >




Prompt suggestions

Recap meeting so far

List action items

Suggest follow-up questions
What questions are unresolved?
List different perspectives by topic
List main ideas we discussed

Generate m@ting notes

<s More prompts




b 1 Weekly sales meeting +++  CloudWay ’ = O

O < 1005 P & 6t © B B 8 @ o 8 o leave | >

Chat People Raise React View Notes Rooms Copilot Apps More Camera Mic Share
) Copilot X

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

<, Let Al handle the busywork
Copilot can generate notes, list
tasks, and much more-so you
don't have to.

@_ Check the facts
A response could be inaccurate or
incomplete. Share feedback to
help Copilot improve.

B It's your Copilot
Other people in the meeting can't
see this conversation.

Generate meeting notes

Generating a response

Ask me anytﬂ:mg about this meeting

<» More prompts >




o

Weekly sales meeting +++  CloudWay , -

10:26 @ 82 @ @ @ @ rj @ . L1 7 \’/ O o> Leave ’V

Chat People Raise React View Notes Rooms Copilot Apps More Camera Mic Share
@) Copilot X

Content isn't available after the meeting
You won't have access to Copilot or any
content it generates once the meeting ends.

Key Topics:

¢ Marketing activities: Nikki
reported on the email campaigns
and the clickthrough rates, and
planned to improve the low-
performing ones and use social
media platforms, especially
LinkedIn.

¢ Webinars: Stale reminded the
team to check the registration list
and encourage their customers to
join the webinars, which will inform
about important news and new
routines.

¢ Year end and pipeline: Stale
urged the team to update their
leads, projects and pipeline, and
identify the high value targets, to
prepare for the budget and the
marketing activities for the next
year.

R VPR SRS SRR — Y H PR

w1
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Recap meeting so far

List action items

Ask me anything about this meeting

<, More prompts B

X

e



Key Topics:

* Marketing activities: Nikki
reported on the email campaigns
and the clickthrough rates, and
planned to improve the low-
performing ones and use social
media platforms, especially
LinkedIn.

* Webinars: Stale reminded the
team to check the registration list
and encourage their customers to
join the webinars, which will inform
about important news and new
routines.

* Year end and pipeline: Stale
urged the team to update their
leads, projects and pipeline, and
identify the high value targets, to
prepare for the budget and the
marketing activities for the next
year.

a Pl dewlalnow mesccaaas B1214.8

Recap meeting so far

List action items




Action Items:
Marketing activities:

* Analyze the click through rates of
the email campaigns and adjust
the tactics for the next wave.
(Nikki)

e Check the registration list for the
webinars and follow up with the
customers to ensure their
attendance. (All team members) -

u i -
l.l , l .', l.' , Sales pipeline:
| ' r:s l'_' ' r: | * Update the pipeline with the

current status of the leads and
projects and identify the high value
targets. (All team members)

Fundraising success:

» Share the positive news of fund X

with the team and taraet natential

Recap meeting so far

List action items




'T:!,_, < > Q. Search <+ &2 Cloudway 9 =

AQ . 0 - Announcements Posts Files Portefgljeplan for hav e | [N
ctivity
Eare | ; Stale Hansen 13:44
0) Minutes from this weeks status meeting
Chat
voe Thank you everyone for a good meeting today, here are the minutes from the
» meeting
— Key Topics:
Calendar
Qg * Marketing activities: Nikki reported on the email campaigns and the
clickthrough rates, and planned to improve the low-performing ones and use
Calls 5 o g g
social media platforms, especially LinkedIn. 1
e Webinars: Stile reminded the team to check the registration list and
. encourage their customers to join the webinars, which will inform about
asks by Pla...
important news and new routines. 2
) * Year end and pipeline: Stale urged the team to update their leads, projects
OneDrive and pipeline, and identify the high value targets, to prepare for the budget and
the marketing activities for the next year. 3
&) * Fundraising success: Nikki announced that they have raised 500,000 for fund
Topics X, and asked the team to share the positive news and keep up the momentum,
and to analyze the key success criteria that made people invest. 4
@ e Sales pitch guidelines: Stale informed the team about the new templates and
Intranet the new guidelines for the sales pitch, and emphasized the importance of using
@ them and not the old ones. 5
Viva Engage
Action Items:
vee Marketing activities:
* Analyze the click through rates of the email campaigns and adjust the tactics
for the next wave. (Stale) 1
Apps e (Cherk the renistratinn lict for the wehinars and fallow 1in with the riistamers tn

Cj/ Start a post
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Action Items:
Marketing activities:

e Analyze the click through rates of the email campaigns and adjust the tactics for the next wave. (Stale) 1
e Check the registration list for the webinars and follow up with the customers to ensure their attendance. (All team members) 2

Sales pipeline:

* Update the pipeline with the current status of the leads and projects and identify the high value targets. (All team members) 3
Fundraising success:

e Share the positive news of fund X with the team and target potential investors with the key reasons to invest. (Nikki) 4
Meeting summary:

* Use the new templates for the offers and follow the sales pitch guidelines. (All team members) 5

see less
ooy
é¢ @

Loved the flow in the meeting. | got inspired and | have already done my activities, asked our colluegue if it could be done, which it
can and | have updated our tasks in Planner &

v © ¥ ® + | P
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Action Items:
Marketing activities:

e Analyze the click through rates of the email campaigns and adjust the tactics for the next wave. (Stale) 1
e Check the registration list for the webinars and follow up with the customers to ensure their attendance. (All team members) 2

Sales pipeline:

* Update the pipeline with the current status of the leads and projects and identify the high value targets. (All team members) 3
Fundraising success:

e Share the positive news of fund X with the team and target potential investors with the key reasons to invest. (Nikki) 4
Meeting summary:

* Use the new templates for the offers and follow the sales pitch guidelines. (All team members) 5

see less
¥
é¢ @

Loved the flow in the meeting. | got inspired and | have already done my activities, asked our colluegue if it could be done, which it
can and | have updated our tasks in Planner &

v © ¥ ® + | P
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Action Items:
Marketing activities:

e Analyze the click through rates of the email campaigns and adjust the tactics for the next wave. (Stale) 1
e Check the registration list for the webinars and follow up with the customers to ensure their attendance. (All team members) 2

Sales pipeline:

* Update the pipeline with the current status of the leads and projects and identify the high value targets. (All team members) 3
Fundraising success:

e Share the positive news of fund X with the team and target potential investors with the key reasons to invest. (Nikki) 4
Meeting summary:

* Use the new templates for the offers and follow the sales pitch guidelines. (All team members) 5

see less
¥
é¢ @

Loved the flow in the meeting. | got inspired and | have already done my activities, asked our colluegue if it could be done, which it
can and | have updated our tasks in Planner &

v © ¥ ® + | P
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How to survive a large Team?

Expert;h' Live



v . Project X

General R Hide all channels

0 - Announcements
é}g Add member

1 - Business Case

e Add channel
2 - Deployment 12.

E@B Manage team
J

3 - Adoption 20
4 - Operations m

= I
5 - Change Management 01. Copy link
6 - Endpoint Managemet & Archive
N Lo H Leave team

See all channels
\ﬁ] Delete team

4
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Create a new tag

Tag name *
Copilot Experts
Tag description

Use this tag to mention Copilot Experts

Enter name of a member *

Enter name

®\ Merethe Stave
3\

merethe.stave@ cloudway.com

2 Stale Hansen

stale.hansen@cloudway.com

Cancel

Create

4
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é Suggestions

Technical Experts
| g, s« < | i
person
Lc have alre:
ar

Share someone’s contact info

y @tech
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Whats in it for me?

The Team Manager wonders
how we get the most out of all
users in Teams

How can | get on top of status?




B ® @ @

+ s B B

& Chat | M365 Copilot

C @ [ & hitps//m365.cloud.microsoft/chat?from=PortalHome

QAw)Gle

“% D | Work Web CAutor | @ v ©
® New chat
Q. Search
0 Library Hi, what can | help you with?
& Create
Agents Message Copilot
& Researcher
+ @, |||||
o/ Analyst -

#® PowerPoint
Files Emails People Meetings sse
“ Cowork (Frontier)

(/6 New agent

* All agents

B3 Apps 1

, Stale Hansen
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C (@ | & https://m365.cloud.microsoft/chat?from=PortalHome

New ch

Copilot Prompt Gallery

Suggested Your prompts | Team prompts

Created by v Task

& Chat | M365 Copilot

Q  Search for prompts

= a X

QA Gl § - Qo

€3

X

v Job type

Copilot agent v

Speaker and Community

"
for this conversation please look

at the past 30 days in the channel
Speaking and Community , no...

S You created this @

Stale H

P Ve v v e

#  Please roast my week as a...

Please summarize my week in the
style of a comedy roast

®

S You created this

»

o,

L

&
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®

Hi

C ([ | & https://m365.cloud.microsoft/chat?from=PortalHome

O

 New chat
Q. Search

0% Library

ﬂ%} Create

Agents

& Researcher

o Analyst

»

PowerPoint

<

Cowork (Frontier)

&

New agent

* All agents

B

Apps

Stale Hansen

=

it iy st rae ot v e

Gl

& Chat | M365 Copilot

@ A Bl §

Work Web Auov | 4 v ©
for this conversation please look at the past 30 days in the channel /, no other channels, look at the 4
threads, are there any events that are not published yet, are there any upcoming events where call for
speakers are still open? Give me an executive summary at the end
e s &

All People Files Meetings  ( Channels ' 4 More v Q speak{ T O
‘ Speaking and Community
CloudWay ‘h

a

X

§p crat

4



By

B ® @ @

+ & B B

C @ | & hitps//m365.cloud.microsoft/chat?from=PortalHome

L/

 New chat

Q. Search

0% Library

8%) Create

Agents

& Researcher

o/ Analyst

#® PowerPoint

{' Cowork (Frontier)

(/g\; New agent

*+ All agents

B8 Apps

, Stale Hansen

i by e o Ve v v e o

G0

& Chat | M365 Copilot

@A) Gl Y

Work Web . Auto v g v ©
Today
for this conversation please look at the past 30 days in the channel
Speaking and Community , no other channels, look at the threads,
are there any events that are not published yet, are there any
upcoming events where call for speakers are still open? Give me an
executive summary at the end
@ Copilot
Lining things up...
[
Message Copilot
+ ¢ =

Al-generated content may be incorrect

vy PR Y v g e ow

a X

e p crat

&



& Upcoming Events and Speaker Calls Summary

C ([ | ® https://m365.cloud.microsoft/chat/conversation/179d6063-dbd2-4844-a347-50b23978b5cf?from=PortalHome

QAW Bl ¢

“w Gl Upcoming Events and Speaker Calls Summary Work Web &8  Auto v | e ©
O New chat 1. Events Mentioned but Not Yet Published (or explicitly stated as
Q' Search missing from agendas)
0% Library - - .
@ Experts Live UK 2026 — missing agenda items
f& Create e i
» Nikki Chapple explicitly states that:
i » A 30-minute lightning talk (topic TBA) and

& Researcher

o Analyst
#» PowerPoint
';‘ Cowork (Frontier)

</¢\; New agent

* All agents

B Apps

, Stale Hansen

it iy st rae ot v e

« Participation in the Women in IT panel
have not yet appeared on the agenda (= speaking and Commu...

» These are confirmed acceptances, but not publicly visible yet.

8 Status: Event is published, but some accepted sessions are still unpublished.

o~ pa—— - P—

’Message Copilot

+

o iy

Al-generated content may be incorrect

vy VAL Yo i —ir oo

&



L/

D New chat

Q. Search

0% Library

ﬁ%) Create

Agents

& Researcher

o Analyst
#» PowerPoint
'\' Cowork (Frontier)

</¢\; New agent
* All agents
B Apps

, Stale Hansen

it iy st

G0

& Upcoming Events and Speaker Calls Summary

C ([ | ® https://m365.cloud.microsoft/chat/conversation/179d6063-dbd2-4844-a347-50b23978b5cf?from=PortalHome

Upcoming Events and Speaker Calls Summary Work Web &

@ Techorama Netherlands 2026 — CFP open, no publication yet

» Techorama Netherlands 2026 is announced with:
» CFP open
 Submission deadline May 29, 2026
» Event dates Oct 26-28, 2026 (5 speaking and Commu...

» No indication of CloudWay sessions submitted or published yet.

# Status: Not published (for CloudWay), CFP still open.

2. Events with Call for Speakers Still Open

’Message Copilot

+

QAW Bl ¢

Auto v G v @

o iy

Al-generated content may be incorrect

vy VAL Yo i —ir oo

O X
0 Chat
o,

ot

7

+

&



B &

|

& Upcoming Events and Speaker Calls Summary = m] X

C ([ | ® https://m365.cloud.microsoft/chat/conversation/179d6063-dbd2-4844-a347-50b23978b5cf?from=PortalHome @ A %) 8| &= , 0 Chat
I Oo 7 O‘
“w €D Upcoming Events and Speaker Calls Summary Work Web c@ @ Auto - EaEn ©
&
D New chat o
Q. Search I
M L ® Workplace-focused event (May 27, Oslo — day before CloudWay gathering) 7t
ibrary
» Described by Stale Hansen as:
f&7 Create . y . 3 . . :
« Looking for speakers across Identity, Security, Endpoint, Copilot, Sentinel, Purview, AVD, etc.
Agents » Clearly framed as an open speaker request, not yet finalized (o speaking and Commu...

* No confirmation that:
& Researcher k

« Sessions are finalized

7 Analyst « Event is publicly published
® PowerPoint B Status: Speaker selection ongoing, effectively still open.
’g‘ Cowork (Frontier)
(76 New agent
* All agents _
’Message Copilot
B8 Apps 1 L O b

Stale Hansen

=

Al-generated content may be incorrect

&

i by e o Vv v e Tuvu VA Yo i —ir oo



B &

|

L/

D New chat

Q. Search

0% Library

f&7 Create

Agents

& Researcher

o Analyst
--@ PowerPoint

’g‘ Cowork (Frontier)

(76 New agent
* All agents
B Apps

, Stale Hansen

i by e o

Vv v e

G0

& Upcoming Events and Speaker Calls Summary

C ([ | ® https://m365.cloud.microsoft/chat/conversation/179d6063-dbd2-4844-a347-50b23978b5cf?from=PortalHome

Upcoming Events and Speaker Calls Summary Work

Web &

Q A G| 3

Auto v G v @

3. Events That Are Published / Closed (for completeness, not action)

These are already published or CFP-closed, included here just to prevent false positives:

» Commsverse 2026 — The Microsoft Teams Conference
B Published, schedule live (2 speaking and Commu..
» Workplace Ninjas Norway 2026
B Accepted and published (5 speaking and Commu...
» ESPC 2026
X CFP closed April 2 (5 speaking and Commu...
» Teamsdagen 2026
X CFP closed April 12 (2 speaking and Commu...
 Experts Live Sweden 2026
X CFP closed April 30 (noted retrospectively) (2 speaking and commu..

’Message Copilot

+

o iy

Al-generated content may be incorrect

vy VAL Yo i —ir oo

a X

0 Chat

Q,
&

-

Ll

+

&



CloudWay

“ Speaking and Community Posts Shared Recordings SpedkingCommum(yP\,“ MVP Report Notes Process internal gy X Meet now

Workplace Ninjas Norway 2026 CFS

| see this has not been posted yet, CloudWay this is may 27, day before CloudWay gathering

We are looking for engaging speakers in the following tech tracks:

« Endpoint Management / Windows J AD/ W365
e Security / Microsoft pefender XDR / Sentinel / Copilot for Security / Purview

@ « Identity and Access Management

While this event is concentrated to Workplace Management, Weé ask for the following topics:

| Y cale Hansen Yesterda 132
ok, we can add it public\y? yep. will add us as sponsor

”o Jan Ketil Skanke Yestel jay 13:52
As | said, feel free to useé in marketing and such..

‘ §., sl Hansen Yesterday 2% 8
updated the post now. also has the discounted code was added

b ] Reply in thread

[ Post in channel

WW i .
w.expertslive.co.uk



CloudWay

W
g3 00 Meetno

www.expertslive.co.uk




CloudWay

g “ Speaking and Community Posts Shared Recordings SpedkingCommumtyPl..‘ MVP Report Notes Process ®

=] \ ? Stale Hansen \Wednesday 21:05

Techorama Netherlands 2026

Call for Papers is open

rama Ne'(herl.ands.

% We hope you're ready for another exciting edition of Techo!

ance to sharé your expertise with an audience of passionate

The Call for papers for Techorama Netherlands 2026 is now open- This is your ch

developers. architects. cloud engineers. and tech leaders-

‘ Techorama 2026 Netherlands * call for Spe-- X
Jechorama is 3 yearly international technology conference
focusing on Microsoft technologies which started in...

Jize.com

Y Reply in thread

LY

I 1
WW i
w.expertslive.co.uk




| Have Forgot My Badge,
How Do | Sign In?

An employee have been
Instructed to sign-in to Teams
for information,

but the badge is left at home...




| Have Forgot My Badge,
How Do | Sign In?

An employee have been
Instructed to sign-in to Teams
for information,

_ but the badge is left at home...

Another workload for IT?




| Have Forgot My Badge,
How Do | Sign In?

An employee have been
Instructed to sign-in to Teams
for information,

but the badge is left at home...

Another workload for IT?

No — let the middle manager
handle this!




Entra ID — My Staff

My Staff portal empowers
frontline managers, like store
leads or shift supervisors, to
handle basic identity tasks for
their team without needing IT
support.

Manage their users
Register users for QR Code

Assist with access problems

https://mystaff.microsoft.com

« » Simon Does | My Staff

The Storyline Dept.

Frontline workers support

4
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Entra ID — My Staff

My Staff portal empowers
frontline managers, like store
leads or shift supervisors, to
handle basic identity tasks for
their team without needing IT
support.

Manage their users
Register users for QR Code

Assist with access problems

« + Simon Does | My Staff

The Storyline Dept.

Frontline workers support

https://mystaff.microsoft.com

O Search

skotheimsvik.no Sign out

Justin Time
justin.time@skotheimsvik.com

View account

Switch organization

Sign in with a different account




Entra ID — My Staff

My Staff portal empowers
frontline managers, like store
leads or shift supervisors, to
handle basic identity tasks for
their team without needing IT
support.

Manage their users
Register users for QR Code

Assist with access problems

+ » Simon Does | My Staff

< The Storyline Dept.

Paige Turner
paige.turner@skotheimsvik.com

https://mystaff.microsoft.com

0 Search




Entra ID — My Staff

My Staff portal empowers o .eSimonDoes | My Staff £ search
frontline managers, like store o

leads or shift supervisors, to

handle basic identity tasks for

their team without needing IT

support. Paige Turner
M a n a ge t h ei r u S e rS B paige.turner@skotheimsvik.com

R, +47 92150475

Register users for QR Code

Assist with access problems Reset password

Edit phone number
Remove phone number

Manage QR code authentication method

https://mystaff.microsoft.com



Entra ID — My Staff

My Staff portal empowers o .eSimonDoes | My Staff £ search
frontline managers, like store o

leads or shift supervisors, to

handle basic identity tasks for

their team without needing IT

support. Paige Turner

Manage their users
. QR code authentication Method
Reg I Ste r u Se rs fo r QR CO d e QR code authentication is a simple and fast authentication method for frontline workers.

To use it, you need both a QR code and PIN.

Assist with access problems

Activated on Wed Aug 20 2025 12:37:56 Expires on Wed Aug 19 2026 23:59:59
Standard QR code GMT+0200 (Central European Summer GMT+0200 (Central European Summer
Time) Time)

Temporary QR code Not Added

This PIN works for both standard and

PIN temporary QR codes.

https://mystaff.microsoft.com

iZ Edit T Delete

T Add new

() Reset PIN




Entra ID — My Staff

e My Staff portal empowers i ..SmonDoes | My Staff P search
frontline managers, like store .
leads or shift supervisors, to
handle basic identity tasks for m
their team without needing IT
support. ‘

Add temporary QR code

This is a temporary QR code, and should only be given to a user who

* Manage their users
: QR code authenticatic
¢ RegISter users for QR COde QR code authentication is a simple and

To use it, you need both a QR code ang¢

* Assist with access problems

Lifetime in hours

Activation time *

® ) Now

Standard QR code 1= Edit @ Delete

®  Temporary QR code + Add new

This PIN works for both standard and (C Reset PIN

ol temporary QR codes.

https://mystaff.microsoft.com



Entra ID — My Staff

My Staff portal empowers
frontline managers, like store
leads or shift supervisors, to
handle basic identity tasks for
their team without needing IT
support.

Manage their users
Register users for QR Code

Assist with access problems

++ SimonDoes | My Staff

<_

QR code authenticatic

QR code authentication is a simple and
To use it, you need both a QR code an¢

Delete QR code method

Standard QR code

Temporary QR code

/O Search

Your QR code is ready
Download Temporary QR code

This QR code is only available for download right now.
Download and save it in a secure place. For printing, do not

i) make it smaller. The default size is the optimal size for
scanning. If you need a QR code in the future, simply delete
this one and generate a new QR code.

Ha H-?"l';:' - T - et

T R
'ﬁ%if#

O ?“Jg AR

Download QR image

Print QR image

L X S i ddor AT TrT
temporary QR codes.

https://mystaff.microsoft.com

i Edit [i] Delete

1] Delete

(C Reset PIN







Entra ID — My Staff Configuration

* My Staff need to be enabled in Entra
ID

Microsoft Entra admin center

% Home .
) & Users | User settings
* User Settings — User Features ¢ Agents
yr Favorites v/ & Al users
B Audit logs
é EntralD A .
Sign-in logs
® Overview X Diagnose and solve problems
I Q  Users I & Deleted users
Password reset
¢ Groups
& User settings
&£ Devices :
& Bulk operation results
Enterprise apps 2 New support request
B8 App registrations
% Roles & admins

&8 Delegated admin partners
(5 Domain services

[ Conditional Access

© Multifactor authentication

Q  Identity Secure Score

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/my-staff-configure

£ Search resources, services, and docs (G+/)

&) Copilot

Refresh Got feedback?

Administration center

Restrict access to Microsoft 10) Yes

Entra admin center

LinkedIn account connections

Allow users to connect their ® vYes
work or school account with 0]

LinkedIn

() selected group
O No
Show keep user signed in

Show keep user signed in (] No

External users

User features

® s 0 &

SKOTHEI!



Entra ID — My Staff Configuration

* My Staff need to be enabled in Entra

* User Settings — User Features

ID

My Staff

Assignment

Microsoft Entra admin center £ Search resources, services, and docs (G+/)

Home

User features
Agents

%*

Favorites v

@ # ¥ o © %

B

6]0

%

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/my-staff-configure

Users can use preview features for My Apps

Entra ID N\

Overview

Users

Select a group

Groups

Devices

Enterprise apps

App registrations

Roles & admins

Delegated admin partners

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

Gepit @ F @ K

SKOTHEI!

4
Expert;h' L}\{e | ] ¢



Entra ID — Administrative Units

* Administrative units restrict
permissions in a role to any portion "
of your organization that you define.  _

* Create one Admin Unit

Microsoft Entra admin center

Home

Agents

»*

Favorites

g 3 0 O &

ED

=3

Entra ID

Overview

Users

Groups

Devices

Enterprise apps

App registrations

p—
.ﬂo

Roles & admins

2

Delegated admin partners

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

£ Search resources, services, and docs (G+/)

Roles and administrators | Admin units

skotheimsvik.no

&) Copilot @ S @ &

") Refresh |

+ Preview features

e Add filters

Description

Restricted manage...

SKOTHEI!

« () Learn more - Add
& Allroles
& Admin units I Search administrative units
& Protected actions Name iF
X Diagnose and solve problems I

Frontline workers supp...

No

Activity
‘= Access reviews

B Audit logs

Troubleshooting + Support

& New support request

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units

4
Expert;h' L}\{e | ] ¢



Entra ID — Administrative Units

° Ad m | N ist rative un |ts re st rict i Microsoft Entra admin center L Search resources, services, and docs (G+/) & Copilot [9 & @ A ———
permissions in a role to any portion s Home A
of your organization that you define. ) & Roles and administrators | Admin units
Agents skotheimsvik.no
° C re ate o n e Ad m i n U n it « Learn more Add Refresh | + Preview features
Favorites ~ & All roles
& Admin units I Search administrative units *5 Add filters
4 EntralD N T mlears Name T Description Restricted manage... M
(@ Overview X Diagnose and solve problems I Frontline workers supp... No A
R Users Activity
o  Groups ‘= Access reviews ‘
Staff v
B Audit logs e . » Simon Does \ 3]
&L Devices ves
_ Troubleshooting + Support
Enterprise apps

ine Dept.

& New support request

The Story!

F\‘ont\iﬂe

=3

App registrations

workers support

p—
aﬂo
—

Roles & admins

e

Delegated admin partners

Domain services

& 0

Conditional Access

Multifactor authentication

R Q@

Identity Secure Score -

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administra



Entra ID — Administrative Units

* Administrative units restrict
permissions in a role to any portion
of your organization that you define.

* Create one Admin Unit

e Add assets (users)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units

Microsoft Entra admin center

Home

Agents

»*

Favorites

B % 0 © &

ED

8

Entra ID

Overview

Users

Groups

Devices

Enterprise apps

App registrations

.ﬂo

Roles & admins

a

@

R Q@

Delegated admin partners

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

P Search resources, services, and docs (G+/) @copict QO £ @ & e
2 The Storyline Dept. | Users -
skotheimsvik.no

Search Add member Download users Bulk operations Refresh N
Manage Azure Active Directory is now Microsoft Entra ID. (&
o =
S Properties Search Y Add filter
A& Users I 1 user found
& Groups

Display name T User principal name Tl User ty

By Devices

& Roles and administrators
Activity

& Bulk operation results

I @ TS paige.turner@sko... Membe
- !

~4—
Expert;h' L}\{e | ] ¢



Entra ID — Administrative Units

e Administrative units restrict
permissions in a role to any
portion of your organization
that you define.

* Create one Admin Unit
e Add assets (users)

e Give scoped assigned roles
to the managers

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units

Microsoft Entra admin center

Home

Agents

b

Favorites %

Entra ID N\

Overview

Users I

@ &8 X|0x]O %

8

610

%

Groups

Devices

Enterprise apps

App registrations

Roles & admins

Delegated admin partners

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

Start

. . 'j
£ Search resources, services, and docs (G+/) @copiet QO & @ K e e e
I - -l - I
2 Justin Time | Assigned roles X
User
Search « Add assignments Refresh | 2 Got feedback?
& Overview o : : - : :
Eligible assignments  Active assignments Expired assignments
B Audit logs
Y Search by role
Sign-in logs
Role Ty Principal na... Scope Ty jMe

Diagnose and solve problems

Custom security attributes

Assigned roles I

Administrative units

P»TII/

Groups

#% Applications

Licenses

Devices

Azure role assignments

Authentication methods

» @ - B E

New support request

User Administrator

Privileged Authentication Administrator

justin.time@skot...

justin.time@skot...

(Administrative unit) | Dire

(Administrative unit) | Dire

4
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Is This Even Secure?

The management is nervous

QR code and a PIN code?
That’s it? No MFA!?




Entra ID — Conditional Access

e Conditional Access Policies is
Microsoft’s Zero Trust policy engine,
the Firewall of Cloud Identity.

Signals Verify every access

attempt

h ©

Allow access

@ ——

Require MFA

Real-time ®

risk
Block access

User and
location

Application

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

Apps and data

)

101010
aloiol
([ ]12]1¢]

=

Microsoft Entra admin center

s Home
" Agents
Favorites
é EntralD
# D Protection

%, ID Governance

Verified ID

Permissions Management

Global Secure Access

What's new

Billing

Diagnose & solve problems

New support request

£ Search resources, service:

Microsoft Entra

@!b skothe

Tenant ID

Primary domain :

View us

View de

Users at higl

N

No user detectio
365 days.

4
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Entra ID — Conditional Access

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine,

the Firewall of Cloud Identity.

Microsoft Entra admin center

Home

Agents

Favorites

£ Search resources, services, and docs (G+/)

LA
b4
Microsoft Entra ID

@ Overview

«

Entra ID

i= Policies

ID Protection

Dashboard

E

Risk-based Conditional Access

<

Risky users

Risky workload identities

ID Governance

Verified ID

Permissions Management

Global Secure Access

¥ Insights and reporting

X Diagnose and solve problems

Manage

&» MNamed locations

=

Custom controls (Preview)

<]

Terms of use

VPN connectivity

3 *

Authentication contexts

®

Authentication strengths

i= Classic policies

Monitoring
=) Sign-in logs

B Audit logs

Troubleshooting + Support

& New support request

;= Conditional Access | Policies

0

‘ User created policies

Policies created (O

45

cab

6 out of 45 policies found

&) Copilot @ S 0 &

SKOTHEIMS

Policy name

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

~4—
Expert;h' L}\{e ] ¢



Entra ID — Conditional Access

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine, _ |
the Firewall of Cloud Identlty “= CA600 - Fronline - Office365 —:zr.ow.ser—Block

- Browser

Conditions

Block access G
Policy name ——
l_ Include: i Microsoft 365 >
Groups i : i
- AZ-Persona-CA-Frontline (2)

© Exclude:
Groups
- AZ-Persona-CA-BreakGlassAccounts (2)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview



Entra ID — Conditional Access

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine,

the Firewall of Cloud Identity.

Policy name

= CA601 - Frontline - AllApps - iOSorAndroid - Compliant - Grant

| i Device platforms

[ Include
- B Android
- B ios

Grant access EER
Grant Controls
2 Include: L Include:
Groups - All
- AZ-Persona-CA-Frantline (2) H
LD : © Exclude:
Exclude: - Microsoft Intune

Groups - Microsoft Intune Enroliment
- AZ-Persona-CA-BreakGlassAccounts (2) ]

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

4
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Entra ID — Conditional Access

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine,
the Firewall of Cloud Identity.

Policy name

‘= CA601 - Frontline - AllApps - iOSorAndroid - Compliant - Grant
Ei Device platforms E Filter for devices

[ Include Include when
- B Android device.enrollmentProfileName -eq

- B ios "Android FLW"

Conditions

Grant access
» loud apps

2 Include: 2 Include:
Groups - All
- AZ-Persona-CA-Frontline (2) : i

4 Compliant device O _Exduue:
© Exclude: j = ] - Microsoft Intune

- Microsoft Intune Enrollment

Groups

- AZ-Persona-CA-BreakGlassAccounts (2)
) '\crosoft |ntune admin center

. shared—d5d68b79 | Hardware
= LY

System shared 45d68b79
chared-d5d68b79
@ Overview

w v Manage

d5d68b79

m properties ! W
Android FLY
)  Monitor
lorer
= .. Resource exp tem .
&% (preview) Operating sY* Ar\dﬂd’fed‘(i(?d
4 f, Hardware -
F -
|

Expert;h' ive § UK

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview



Entra ID — Conditional Access

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine,

the Firewall of Cloud Identity.

Policy name

= CA602 - Frontline - AllApps - UnknownLocation - Block

-
I Device platforms

L Include
- All

Block access ®

[ Include:
Groups
- AZ-Persona-CA-Frontline (2)

© Exclude:

Groups
I - AZ-Persona-CA-BreakGlassAccounts (2)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

7. Locations

2 Include
- All

& Exclude
- AllTrusted

(]
B All cloud apps

L Include:
- All

4
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Entra ID — Conditional Access

e Conditional Access Policies is
Microsoft’s Zero Trust policy engine,
. . ‘= CA602 - Frontline - AllApps - UnknownLocation - Block _ :
the Firewall of Cloud Identity.

=
. Device platforms .23 Locations
2 Include

[Z Include
- All

- All

& Exclude
- AllTrusted

Conditions

Block access ® EER

Policy name E— BMMN Al cloud apps ‘ |
mlﬁm_ _S!ssion Controls

[ Include:

L Include:
Groups -All
- AZ-Persona-CA-Frontline (2) i

@ Exclude:
Groups . . i =
- AZ-Persona-CA-BreakGlassAf - - tion pe
I : med locations fpcest
) G Name
Preview)
@ Custom controls { |P ranges

s of use
A Term:

o VPN connectivity

Expert;h' ve

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview



Entra ID — Conditional Access

e Conditional Access Policies is
Microsoft’s Zero Trust policy engine,
the Firewall of Cloud Identity.

Policy name

https://learn.microsoft.com/en-us/entr

V= CABO03 - Frontline - AllApps - AnyPlatform - Signinfrequency - 4 hours - Session

Device platforms

L Include
- All

Conditions

Grant access

All cloud apps

= CA604 - Frontline - AllApps - HighUserRisk - Block

Risk i Device platforms

User risk: [ Include
- High -All

= CA605 - Frontline - AllApps - AnyPlatform - HighSigninRisk - Block

Risk i Device platforms

Sign-in risk: £ Include
- High -All

L Include:
Groups
- AZ-Persona-CA-Frontline (2)

© Exclude:
Y Block access @

Groups
- AZ-Persona-CA-BreakGlassAccour All cloud apps
Grant Controls.

2 Include:

L Include:
All

Groups
- AZ-Persona-CA-Frontline (2)

© Exclude:
Groups
- AZ-Persona-CA-BreakGlassAccounts (2)



Entra ID — Conditional Access, My Staft

* Conditional Access Policies is

Microsoft’s Zero Trust policy engine,

the Firewall of Cloud Identity.

ca0

7 out of 46 policies found

Policy name

= CA0Q7 - Global - My Staff - UnknownLocations - Block

Device platforms

2 Include
-All

Block access ®

2 Include:
Users
-All

® Exclude:
Groups
- AZ-Persona-CA-BreakGlassAccounts (2)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview

4.0 Locations

4 Include
- Al

@ Exclude
- AllTrusted

EEN
] lk Selected cloud apps

4 Include:
- My Staff

4
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Entra ID — Privileged ldentity Management, My

Staff

* Avoid standing permissions using
PIM.

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure

Microsoft Entra admin center

% Home

% Agents

Y Favorites

é EntralD

@ Overview

R Users

B Groups

) Devices

Enterprise apps

8 App registrations

3@ Roles & admins

&& Delegated admin partners
£ Domain services

G Conditional Access

@ Multifactor authentication
©  Identity Secure Score

Search , services, and docs (G O i o simon.skc
£ Search resources, services, and docs (G+/) &p Copilot Q @ @ por omon.es

> > > >

X Justin Time | Assigned roles

User

| O Search ‘ « — Add assignments () Refresh | 2 Got feedback?

Overview . . . . . i
Eligible assignments Active assignments | Expired assignments
Audit logs

be

=
‘ Y Search by role
Sign-in logs
Role T  Principal na... Scope
X Diagnose and solve problems
User Administrator justin.time@skot... (Administr:
B Custom security attributes
Privileged Authentication Administrator justin.time@skot... (Administr:
Lo b I |
& Administrative units
& Groups
i Applications
:q Licenses
M) Devices
? Azurerole assignments
@ Authentication methods
@ New support request

4
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Entra ID — Privileged ldentity Management, My

Staff

* Avoid standing permissions using
PIM.

* Remove active assighments

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure

Microsoft Entra admin center

# Home

& Agents

¥¢ Favorites

é EntralD

® Overview

R Users

o Groups

I Devices

Enterprise apps

B8 App registrations

S Roles & admins

€8 Delegated admin partners
£ Domain services

(3 Conditional Access

@ Multifactor authentication
©Q  Identity Secure Score

£ Search resources, services, and docs (G+/)

Geopt @ @ g Clsimonsko

F X Justin Time | Assigned roles

F §
L

Search
Overview
Audit logs

Sign-in logs

Diagnose and solve problems

Custom security attributes

Assigned roles

=k wvipIB *

» @& - B K

Administrative units
Groups

Applications

Licenses

Devices

Azure role assignments
Authentication methods

New support request

Add assignments () Refresh | 9’ Got feedback?

Eligible assignments IActive assignments I Expired assignments

S Search by role
Role T4  Principal na... Scope

No results

4
Expert;h' L}\{e | ] ¢



Entra ID — Privileged ldentity Management, My
Staff

Microsoft Entra admin center £ Search resources, services, and docs (G+/) @ Copilot & SO B ::;gzz:;tz
o . . . . .
Avoid standing permissions using
&% Home
PIM. g, Justin Time | Assigned roles
. . % Agents User
* Remove active assighments ‘ 7
.. . Search « = Add assignments Refresh | 27 Got feedback?
* Use eligible assignments *  Favorites
Overview
& : I Eligible assignmentsl Active assignments Expired assignments
é EntralD B Auditlogs ——
Y Search by role
») Sign-in logs
® overview Role Ty  Principal name Scope
X Diagnose and solve problems
User Administrator justin.time@skothei... (Admi
R Users B Custom security attributes
Privileged Authentication Administrator justin.time@skothei... (Admi
¢ Groups & Assigned roles I e TS,
I Devices & Administrative units
& Groups
Enterprise apps
#f Applications
B8 App registrations licenses
gg Roles & admins Devices

€& Delegated admin partners

Authentication methods

®
(%
w
® Azure role assignments
-
) Domain services

New support request

[f8 Conditional Access

© Multifactor authentication

<  Identity Secure Score

4
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Entra ID — Privi
Staff rivileged ldentity Manase—

* Avoid standi
PIM.

Use eligible

gdit role setting

_ privileged Authentication Administrator

privileged |dentity Management \ Microsoft Entra roles

Activation Assignment Notification

Activation maximum duration (hours)

O

Q None
O Azure MFA

® M'\crosoft Entra Conditiona\ Access
authentication context

On activation, require

|

| earn more
— ' "“\..\_

Select

Require Reauth

Require strong Auth

u Require justiﬁcation on activation

U Require ticket information on activation

l D Require approval to activate

pilot &
}a & @ K cl.simon.sko
SKOTHEIMSVIK.N
Got feedback?
¢ :
s Expired assignments
rincipal name Sco
pe
stin.time@skothei...
- (Admi
stin.time@skothei... I
t. (Admi

erTen-us/entra/i
a/id-govern ivi
ance/privileged-identity-manag
ement/pim-confi
igure
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Entra ID — Privileged ldentity Management, My
Staff

' | issi i - MeestAae .y
* Avoid standing permissions using
PI M Home >

skotheimsvik.no

Sign out
R i : ; » My roles | Microsoft Entra roles
emol\./e.ka)lc Ive .aSSIgnmen S Privileged |dentity Management | My roles justin.time@skothe...
° . . . . .
Usee IgIble aSSIgnmentS X« (D Refresh [ Open in mobile 27 Got feedback? justintime@skotheimsvik.com
* The manager must “PIM” into roles

Vi
v Activate

View account
Eligible assignments  Active assignments ~ Expired assignme sutch directory
> Microsoft Entra roles

Y Search by role S |
a4 Groups R +) Sign in with a different account
Role

Tl  Scope
., Azure resources

. . User Administrator The Storyline Dept. (Administrative Direct Per.. Activate
> Troubleshooting + Support

Privileged Authentication Administrator

The Storyline Dept. (Administrative Direct Per...

Activate

Add or remove favorites by pressing Ctrl+Shift+F

aka.ms/pim Exped;l |Ve UK



Entra ID — Privileged ldentity Management, My

* Avoid standing permissions using

PIM. rome 2 Activate - Privileged Authentication Admini...
My roles | Microsoft Entra rOIes P Privileged Identity Management | Microsoft Entra roles

Privileged |dentity Management | My roles

* Remove active assignments

* Use eligible assignments .« O retesh 00 Roles  Activate
A <« J netres pen
* The manager must “PIM” into roles [ Custom activation start time
v Activate
* Length and justification Eligible assignments Duration (hours) ()

> Microsoft Entra roles
Y Search by role
28 Groups " | Reason (max 500 characters) * (@
Role ™ . :
% Azure resources I must help Paige Turner getting access.

User Administrator

> Troubleshooting + Support

Privileged Authentic...

Add or remove favorites by pressing Ctrl+Shift+F

Expert;h' ve

aka.ms/pim



Entra ID — Privileged ldentity Management, My

e Microsoft Azure L Search resources, services, and docs (G+/) e ‘.%

* Avoid standing permissions using
Home > Privileged Identity Management >

PIM.
: : My roles | Microsoft Entra roles =
* Remove active aSSIgnmentS Privileged Identity Management | My roles

* Use eligible assignments
8 8 > () Refresh Open in mobile 27 Got feedback?
* The manager must “PIM” into roles

Vv Activate ; : ; : : :
. Length and justification O Your active assignments have changed. Click here to view your active assignments —

* Role activation ) Microsoft Entra roles

* Roleis active & Groups Eligible assignments  Active assignments  Expired assignments

s
2%, Azure resources Y Search by role

> Troubleshooting + Support Role ™, Scope ™ Membership ™, End time Action

User Administrator The Storyline Dept. (Ad Direct Permanent Activate

Privileged Authentic... ~The Storyline Dept. (Ad Direct Permanent Activate

Add or remove favorites by pressing Ctrl+Shift+F

Expert;h' ve UK

aka.ms/pim



Entra ID — Privileged ldentity Management, My

* Avoid standing permissions using

PIM Home > Privileged Identity Management >

My roles | Microsoft Entra roles  #

Privileged |dentity Management | My roles

* Remove active assignments

* Use eligible assignments .
& & () Refresh Open in mobile 27 Got feedback?

* The manager must “PIM” into roles
v Activate

* Length and justification Eligible assignments | Active assignments | Expired assignments
« Role activation > Microsoft Entra roles

Y Search by role
* Roleis active 24 Groups

. . T T T i i
. Active assignments \ 4ore resources Role l  Scope T, Member..TJ State End time Action

Privileged Authentication A... The Storyline Direct Activated | 8/29/2025, 3:10:38 PM  Deactivate

> Troubleshooting + Support

Add or remove favorites by pressing Ctrl+Shift+F
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My Workers Need PC

Mobile phone only!?
Give us access to Windows...



Windows 365 - Cloud PC

* Modern Windows experience
from the cloud to shared devices

e 1:3 ratio of license and frontline
workers

4
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https://www.microsoft.com/en-us/windows-365/frontline



Windows 365 - Cloud PC

im] »7= Sign in to your account o

* Modern Windows experience
from the cloud to shared
devices

e 1:3 ratio of license and frontline
workers

 FLW logs in

https://learn.microsoft.com/en-us/windows-365/end-user-access-cloud-pc

& O @ (& nhttps//login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=3b511579-5e00-46e1-a89e-a6{0870e2f5aliscope=3b511579-5e00-46e1-a89%-a6{0870e2f5a%2F defaultd%200pe... &

B® Microsoft

Sign in

Q Sign-in options

13:34

== Q Search m § :‘ of g Ty @ s 08.09.2025

4
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Windows 365 - Cloud PC

* Windows 365 Cloud PC
- Windows 365 App

Windows App is the
recommended application to
connect to Windows 365 Cloud
PCs and can be used on any
device (Windows, macQS, iOS,
iPadOS, Android, Chrome OS,
Web browsers, Meta Quest VR
headset (preview).

https://adoption.microsoft.com/en-us/windows-app/



Windows 365 - Cloud PC

® WlndOWS 365 CIOUd PC o o S|mon Does Windows App £33 Paige Turner

- Windows 365 Web " Devices

O

v Cloud PC

Users can access their Cloud PC
from a website if they are on a

supported operating system Win11-NO-24H2-FLW - Paige Turner
(Windows, macOS, ChromeOS, 4VCPU | 16GB | 256G
Linux) and using a modern

browser like Edge, Chrome,
Safari, Firefox, or LG webOS 23.

4
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Windows 365 - Cloud PC

e Windows 365 Cloud PC

- Windows 365 Boot

S
| =
Administrator

Windows 365 Boot allows
administrators to configure
Windows 11 physical devices so
that when a user turns on the
physical device and signs in,
Windows 365 Boot signs them
in directly to their Cloud PC,
bypassing the physical device.

https://learn.microsoft.com/en-us/windows-365/enterprise/windows-365-boot-overview#shared-pc-scenario
https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-365-boot-connection-center--improved-experience---generally-available/4453399

Windows 365 Boot
guided scenario
(Microsoft Intune
admin center)

Windows 365 Boot device

i K K3
Userl's User2's User3's

‘Clﬂud PC Cloud PC Cloud PC

Azure
Cloud

4
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Windows 365 - Cloud PC

e Windows 365 Cloud PC

Windows 365 Link

Maximize productivity with
Cloud PC devices that connect in
seconds to Windows 365 and
offer responsive, high-fidelity
experiences.

Reduce your attack surface with
Cloud PC devices that have no
local data, adminless users, and
passwordless authentication
using Microsoft Entra ID

https://www.microsoft.com/en-us/windows-365/link




This Smells Expen$ive!

We need to be aware of the
cost, while keeping everything
easy and secure




Microsoft 365 Licensing

e BYOD Scenario
- Microsoft 365 F1

- Basic access to Teams,
SharePoint, and
Yammer; no email or
desktop apps,
Conditional Access

* F5 Security Addon

- Risk-based Conditional
Access, PIM, Defender
for Office, ++

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing : *,.
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=0365-worldwide Expert;l“ve U K
I

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Microsoft 365 Licensing

* BYOD Scenario Shared Device Scenario
- Microsoft 365 F1 - Microsoft 365 F3

- Basic access to Teams, ($8)
Share Point, and - Includes Teams, email, Office apps
Yammer: no ema” or (web/mobile), and security features,
! Conditional Access
desktop apps,
Conditional Access - F5 Security Addon

® F5 Security AddOn - Risk-based Conditional Access, PIM,

= RiSk-based Conditiona| Defender for Office, ++
Access, PIM, Defender
for Office, ++

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing : *,.
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=0365-worldwide Expertquve U K
v ])

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Microsoft 365 Licensing

* BYOD Scenario Shared Device Scenario | | Cloud PC Scenario
- Microsoft 365 F1 - Microsoft 365 F3 - Microsoft 365 F3

(58) 28

- Basic access to Teams,

Basic access to Teams, SharePoint, and

Share Point, and - Includes Teams, email, Office apps Yammer; no email or desktop apps
Yammer: no ema” or (web/mobile), and security features, C @il Aaaess
dESktOp 'a oS Conditional Access
Conditional Access - F5 Security Addon - B> SDEfC:JrfItZﬁAddon
efender for Office, ++
= F5 SeCU rlty Addon - Risk-based Conditional Access, PIM .
_ Risk-based Conditional Defender for Office, ++ = WlndOWS 365 Frontend
Access, PIM, Defender ($50/3)
for Office, ++ _ Windows Cloud PC

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing

https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=0365-worldwide Expertquve U K
It .

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Hardware Options

Shared Mobile/Tablet Windows 365 Boot Windows 365 Link
- Android Phone - Windows Desktop I(\|S349) . .
ot yet available in my region, what
- Android Tablet et about yours?
o - Windows Laptop
iPhone (600)
- iPad
—
QR Alternative
- Fido Key (S40+)

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing

https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=0365-worldwide Expert;l“ve U K
A

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Communication
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Thank you!

Please remember to rate our session.

Stale Simon

4
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