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Everyone on 
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Username
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And must set up
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How Do I Sign In?

An employee have been 
instructed to sign-in to Teams



Bring Your Own Device

You can sign in using your own 
smartphone!
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How Did You DO that?

The IT Manager wonders how this 
is possible! 

How can I protect data on a 
personal device?



Intune - BYOD Configuration

• Microsoft Intune

• BYOD is protected by 
App Protection Policies

https://intune.microsoft.com                 aka.ms/intune
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• Define for all apps
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How Did You DO that?

The IT Manager wonders how this 
is possible! 

What is QR Sign-In?



Entra ID – Enable QR Code Authentication Method

• Microsoft Entra ID 
QR Code Authentication 

• A modern sign-in method

• Designed especially for 
frontline workers using 
shared devices. 

• Simplifies and secures access 
by replacing traditional 
usernames and passwords 
with a QR code and PIN 
combo.

GA from June 24, 2025

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code
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Entra ID – Enable QR Code Authentication Method

• Microsoft Entra ID 
QR Code Authentication 

• Authentication methods

• Policies

• QR code 

• Tune the settings 

• Enable and scope

• QR quality and lifetime

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code



Entra ID – Enable QR Code Authentication Method

• Microsoft Entra ID 
QR Code Authentication 

• Each user is assigned a 
unique QR code and numeric 
PIN
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• Microsoft Entra ID 
QR Code Authentication 

• Each user is assigned a 
unique QR code and numeric 
PIN

• Add authentication method
• QR code

• Expiration date

• Activation time

• PIN code
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Entra ID – Enable QR Code Authentication Method

• Microsoft Entra ID 
QR Code Authentication 

• Each user is assigned a 
unique QR code and numeric 
PIN

• Add authentication method
• QR code

• Expiration date

• Activation time

• PIN code

• Download QR code

• Apply it to the ID card

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code



How Did You DO that?

The IT Manager wonders how this 
is possible! 

Can we provision the QR code as 
part of onboarding process?



Entra ID – Enable QR Code Authentication Method

• Microsoft Entra ID 
QR Code Authentication 

• Each user is assigned a 
unique QR code and numeric 
PIN

• Add authentication method
• QR code

• Expiration date

• Activation time

• PIN code

• Download QR code

• Apply it to the ID card

• PowerShell

https://github.com/SimonSkotheimsvik/Community-By-SSkotheimsvik/blob/main/Microsoft/AAD/EntraID-Add-QRCodeAuthenticationMethod.ps1



I Don’t Like To Use My 
Private Phone for Work!

An employee have been 
instructed to sign-in to Teams



Shared Device

We have shared devices for you to use when needed

• Both Android and iOS



Shared Device

We have shared devices for you to use when needed

• Both Android and iOS

• Example: Android with Managed Home Screen
Email or Phone Number?
- Email and Password

- A lot of typing
- Big chance of typing wrong
-  Time-consuming

- Phone Number?
- Need to bring your phone

- Private?



Shared Device

• Sign in with 
your employee card

Already used for other aspects:
- Access to the buildings
- Physical identity
- Canteen
- Etc.



Shared Device

• Sign in with 
the QR code on the back of
your employee card

QR-CODE

Select “Scan QR Code” on the 
shared device/phone



Shared Device
• Sign in with 
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sign in



Shared Device
• Sign in with 

the QR code on the back of
your employee card

(something you know)

Select “Scan QR Code” on the 
shared device/phone

Hold the QR code to the camera to 
sign in

Type your personal PIN



Shared Device

• You now have access to the company through
Android Managed Home Screen

- Branded
- Structured
- Uniform



Shared Device

• Managed applications are available to the user

• Other things are hidden, making it easy for 
the Mobile First users. 

• No permission requests, etc



Shared Device

• Single-Sign-On using the credentials from the 
QR-Code log in.



Shared Device

• Single-Sign-On using the credentials from the 
QR-Code log in.



How Did You DO that?

The IT Manager wonders how 
this is possible! 

How can I configure shared 
devices?



Intune - Shared Device Configuration
• Microsoft Intune

Shared Device Mode

Shared device mode is a game-changer for operational 
efficiency and data protection in shift-based environments.

Shared device mode configures a mobile device (Android, iOS, 
iPadOS) so that:

• Multiple users can sign in and out easily

• Apps support single sign-on (SSO) across the device

• User data is wiped upon sign-out, prepping the device for the 
next shift

It’s ideal for environments like retail, healthcare, 
manufacturing, and hospitality—where devices are passed 
between workers throughout the day.

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll



Intune - Shared Device Configuration
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Enrollment Profile

• Android 

• Corporate-owned dedicated devices
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Intune - Shared Device Configuration
• Microsoft Intune

Shared Device Mode

Enrollment Profile

• Android 

• Corporate-owned dedicated devices

• …with Microsoft Entra shared mode 
and device name template
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Intune - Shared Device Configuration
• Microsoft Intune

Shared Device Mode

Enrollment Profile

• Android 

• Corporate-owned dedicated devices

• …with Microsoft Entra shared mode 
and device name template

• Token for onboarding
• Alternatively, lock the device to the 

enrollment profile using OEM tools like 
Samsung Knox Mobile Enrollment 
(KME), Apple Business Manager (ABM), 
or other

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/android-kiosk-enroll



Intune - Shared Device Configuration, MHS
• Microsoft Intune

Shared Device Mode

Use Intune device 
configurations to tune and lock 
down the shared devices.

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app
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• Microsoft Intune

Shared Device Mode

Use Intune device 
configurations to tune and lock 
down the shared devices.
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• Custom MHS app layout
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Intune - Shared Device Configuration, MHS
• Microsoft Intune

Shared Device Mode

Use Intune device 
configurations to tune and lock 
down the shared devices.

• Kiosk mode, dedicated

• Multi-app

• Custom MHS app layout

• Customize MHS

https://learn.microsoft.com/en-us/intune/whats-new/#new-remote-actions-to-suspend-and-restore-managed-home-screen-on-android-devices

Week of April 27, 2026
(Service release 2604)



Intune - Shared Device Configuration, MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
for even more options to tune 
and lock down the shared 
devices.

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app



Intune - Shared Device Configuration, MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
for even more options to tune 
and lock down the shared 
devices.

• Add configuration keys and 
values as seen in the Microsoft 
doc

• Show OS options in MHS

• Show user and device info

https://learn.microsoft.com/en-us/intune/intune-service/apps/app-configuration-managed-home-screen-app
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Intune - Shared Device Configuration, MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
for even more options to tune 
and lock down the shared 
devices.

• Add configuration keys and 
values as seen in the Microsoft 
doc

• Show OS options in MHS

• Show user and device info



Intune - Shared Device Configuration, QR for MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
to configure Microsoft 
Authenticator for QR Code 
Authentication

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code#sign-in-to-microsoft-teams-or-managed-home-screen-mhs-with-qr-code



Intune - Shared Device Configuration, QR for MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
to configure Microsoft 
Authenticator for QR Code 
Authentication

• Add configuration keys and 
values as seen in the Microsoft 
doc

• Support QR Sign In

• Suppress Camera Consent
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Intune - Shared Device Configuration, QR for MHS
• Microsoft Intune

Shared Device Mode

Use Intune app configurations 
to configure Microsoft 
Authenticator for QR Code 
Authentication

• Add configuration keys and 
values as seen in the Microsoft 
doc

• Support QR Sign In

• Suppress Camera Consent



Intune - Shared Device Configuration, Apps
• Microsoft Intune

Shared Device Mode

Use Intune to assign managed 
applications to the shared 
devices.

• Managed Google Play Store 
adds Android apps to Intune.

• Managed Home Screen

• Microsoft Authenticator

• Microsoft Intune

• Microsoft Teams

• …

https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-qr-code#sign-in-to-microsoft-teams-or-managed-home-screen-mhs-with-qr-code



Intune - Shared Device Configuration, Assignments

• Microsoft Intune
Shared Device Mode

Assignments using Intune native 
technology to ensure speed.

• Virtual group “All Devices”

• Assignment filters

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/filters
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Intune - Shared Device Configuration, Assignments

• Microsoft Intune
Shared Device Mode

Assignments using Intune native 
technology to ensure speed.

• Virtual group “All Devices”

• Assignment filters

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/filters



Whats in it for me?

The Team Manager wonders 
how we get the most out of all 
users in Teams

How can I communicate most 
effectivily?
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How to survive a large Team?
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Whats in it for me?

The Team Manager wonders 
how we get the most out of all 
users in Teams

How can I get on top of status?

























I Have Forgot My Badge,
How Do I Sign In?

An employee have been 
instructed to sign-in to Teams 
for information, 
but the badge is left at home…
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I Have Forgot My Badge,
How Do I Sign In?

An employee have been 
instructed to sign-in to Teams 
for information, 
but the badge is left at home…

Another workload for IT?

No – let the middle manager 
handle this!



https://mystaff.microsoft.com

Entra ID – My Staff
• My Staff portal empowers 

frontline managers, like store 
leads or shift supervisors, to 
handle basic identity tasks for 
their team without needing IT 
support.

• Manage their users

• Register users for QR Code

• Assist with access problems
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Entra ID – My Staff Configuration
• My Staff need to be enabled in Entra 

ID

• User Settings – User Features

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/my-staff-configure



Entra ID – My Staff Configuration
• My Staff need to be enabled in Entra 

ID

• User Settings – User Features

• My Staff
• Assignment

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/my-staff-configure



Entra ID – Administrative Units
• Administrative units restrict 

permissions in a role to any portion 
of your organization that you define.

• Create one Admin Unit

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units
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Entra ID – Administrative Units
• Administrative units restrict 

permissions in a role to any portion 
of your organization that you define.

• Create one Admin Unit

• Add assets (users)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units



Entra ID – Administrative Units
• Administrative units restrict 

permissions in a role to any 
portion of your organization 
that you define.

• Create one Admin Unit

• Add assets (users)

• Give scoped assigned roles 
to the managers

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units



Is This Even Secure?

The management is nervous 

QR code and a PIN code?
That’s it? No MFA!?



Entra ID – Conditional Access
• Conditional Access Policies is 

Microsoft’s Zero Trust policy engine, 
the Firewall of Cloud Identity.

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview
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Entra ID – Conditional Access
• Conditional Access Policies is 

Microsoft’s Zero Trust policy engine, 
the Firewall of Cloud Identity.



Entra ID – Conditional Access, My Staff
• Conditional Access Policies is 

Microsoft’s Zero Trust policy engine, 
the Firewall of Cloud Identity.

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview



Entra ID – Privileged Identity Management, My 
Staff
• Avoid standing permissions using 

PIM.

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure
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Entra ID – Privileged Identity Management, My 
Staff
• Avoid standing permissions using 

PIM.
• Remove active assignments

• Use eligible assignments

• The manager must “PIM” into roles
• Length and justification

• Role activation

• Role is active

• Active assignments

      PIM Require EntraID P2

aka.ms/pim



My Workers Need PC

Mobile phone only!? 
Give us access to Windows…



Windows 365 - Cloud PC
• Modern Windows experience 

from the cloud to shared devices

• 1:3 ratio of license and frontline 
workers

https://www.microsoft.com/en-us/windows-365/frontline



Windows 365 - Cloud PC
• Modern Windows experience 

from the cloud to shared 
devices

• 1:3 ratio of license and frontline 
workers

• FLW logs in

https://learn.microsoft.com/en-us/windows-365/end-user-access-cloud-pc

https://learn.microsoft.com/en-us/windows-365/end-user-access-cloud-pc



Windows 365 - Cloud PC
• Windows 365 Cloud PC

- Windows 365 App

- Windows 365 Web

- Windows 365 Boot

- Windows 365 Link

https://adoption.microsoft.com/en-us/windows-app/

Windows App is the 
recommended application to 
connect to Windows 365 Cloud 
PCs and can be used on any 
device (Windows, macOS, iOS, 
iPadOS, Android, Chrome OS, 
Web browsers, Meta Quest VR 
headset (preview).

https://adoption.microsoft.com/en-us/windows-app/



Windows 365 - Cloud PC
• Windows 365 Cloud PC

- Windows 365 App

- Windows 365 Web

- Windows 365 Boot

- Windows 365 Link

https://windows365.microsoft.com/

Users can access their Cloud PC 
from a website if they are on a 
supported operating system 
(Windows, macOS, ChromeOS, 
Linux) and using a modern 
browser like Edge, Chrome, 
Safari, Firefox, or LG webOS 23.

https://windows365.microsoft.com/



Windows 365 - Cloud PC
• Windows 365 Cloud PC

- Windows 365 App

- Windows 365 Web

- Windows 365 Boot

- Windows 365 Link

https://learn.microsoft.com/en-us/windows-365/enterprise/windows-365-boot-overview#shared-pc-scenario
https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-365-boot-connection-center--improved-experience---generally-available/4453399

Windows 365 Boot allows 
administrators to configure 
Windows 11 physical devices so 
that when a user turns on the 
physical device and signs in, 
Windows 365 Boot signs them 
in directly to their Cloud PC, 
bypassing the physical device.

GA 16.09.2025!

https://learn.microsoft.com/en-us/windows-365/enterprise/windows-365-boot-overview#shared-pc-scenario
https://techcommunity.microsoft.com/blog/windows-itpro-blog/windows-365-boot-connection-center--improved-experience---generally-available/4453399



Windows 365 - Cloud PC
• Windows 365 Cloud PC

- Windows 365 App

- Windows 365 Web

- Windows 365 Boot

- Windows 365 Link

https://www.microsoft.com/en-us/windows-365/link

Maximize productivity with 
Cloud PC devices that connect in 
seconds to Windows 365 and 
offer responsive, high-fidelity 
experiences.
Reduce your attack surface with 
Cloud PC devices that have no 
local data, adminless users, and 
passwordless authentication 
using Microsoft Entra ID

https://www.microsoft.com/en-us/windows-365/link



This Smells Expen$ive!

We need to be aware of the 
cost, while keeping everything 
easy and secure



Microsoft 365 Licensing

• BYOD Scenario

- Microsoft 365 F1 
($2.25)

- Basic access to Teams, 
SharePoint, and 
Yammer; no email or 
desktop apps, 
Conditional Access

• F5 Security Addon
- Risk-based Conditional 

Access, PIM,  Defender 
for Office, ++

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=o365-worldwide

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Microsoft 365 Licensing

• BYOD Scenario

- Microsoft 365 F1 
($2.25)

- Basic access to Teams, 
SharePoint, and 
Yammer; no email or 
desktop apps, 
Conditional Access

• F5 Security Addon
- Risk-based Conditional 

Access, PIM,  Defender 
for Office, ++

Shared Device Scenario

- Microsoft 365 F3 
($8)

- Includes Teams, email, Office apps 
(web/mobile), and security features, 
Conditional Access

- F5 Security Addon
- Risk-based Conditional Access, PIM,  

Defender for Office, ++

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=o365-worldwide

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Microsoft 365 Licensing

• BYOD Scenario

- Microsoft 365 F1 
($2.25)

- Basic access to Teams, 
SharePoint, and 
Yammer; no email or 
desktop apps, 
Conditional Access

- F5 Security Addon
- Risk-based Conditional 

Access, PIM,  Defender 
for Office, ++

Shared Device Scenario

- Microsoft 365 F3 
($8)

- Includes Teams, email, Office apps 
(web/mobile), and security features, 
Conditional Access

- F5 Security Addon
- Risk-based Conditional Access, PIM,  

Defender for Office, ++

Cloud PC Scenario

- Microsoft 365 F3
($8)

- Basic access to Teams, SharePoint, and 
Yammer; no email or desktop apps

- Conditional Access

- F5 Security Addon
- Defender for Office, ++

- Windows 365 Frontend 
($50/3)

- Windows Cloud PC

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=o365-worldwide

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing



Hardware Options

Shared Mobile/Tablet

- Android Phone ($500)

- Android Tablet ($500)

- iPhone  ($700)

- iPad  ($500)

Windows 365 Boot

- Windows Desktop 
($500)

- Windows Laptop
($600)

Windows 365 Link 
($349)
Not yet available in my region, what 
about yours?

QR Alternative

- Fido Key ($40+)

https://www.microsoft.com/en-us/microsoft-365/enterprise/frontline-plans-and-pricing
https://learn.microsoft.com/en-us/microsoft-365/frontline/flw-devices?view=o365-worldwide

https://www.microsoft.com/en-us/windows-365/frontline/all-pricing
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Communication





Thank you!

Ståle Simon

Let’s connect
on LinkedIn
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